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The Allied Land Command
Commander’s Message

Lieutenant General Darryl A.Williams

A

Commander

s I visit the forces within
NATO I am continually
impressed by what I see
when speaking to and observing various
units and headquarters-the Alliance is
more capable and cohesive than ever. We
continue to improve and renew our purpose to each other. In my last message, I
mentioned the pride and confidence I felt
in being a part of the NATO Team and
in the Soldiers who make up this great
fighting force. That pride and confidence
continues to build in NATO, because of
the great work accomplished in exercises
such as Dynamic Front, Trident Jaguar,
Allied Spirit, and in the future Saber
Guardian, Saber Strike, and Trident
Javelin. We have witnessed the cooperation between nations as the Alliance brings enhanced Forward
Presence online in the Baltic Region and Poland. This cooperation will be important as we adapt to the future challenges for
our land forces. We will not go forward alone – we will be joined
by our Air and Maritime brothers and sisters in these challenges
and must bring together all efforts.

On top of our role as the proponent
for NATO ground forces and serving as
the link between the land domain and
the sister services of the NCS (AIRCOM
and MARCOM) we have the mission,
during crisis, to provide mission command to NATO Land Forces in support
of the Joint Force Commands to accomplish the Allied level of ambition.
In order to accomplish this mission we
will conduct Trident Javelin 17, as part
of the Major Joint Operation (MJO +)
concept, this winter in support of Joint
Force Command-Brunssum. This will be
a great exercise for the staff and several
of the GRF(L)s as we continue to refine
our own Standard Operating Procedures
(SOPs) as we deploy the headquarters
from Izmir, Turkey to Stavanger, Norway to certify as a land force
headquarters. Additionally, this year we will conduct two Combat Readiness evaluations (CREVALS), Multi Corps –Northeast
and the NATO Rapid Deployable Corps-Italy (NRDC-Italy) as
they prepare to assume the role as the NATO Response Force for
2018. Further, LANDCOM will also monitor over 15 different
NATO exercises ranging from the VJTF to NRF readiness.

As NATO continues to increases its presence on the Eastern
Flank, LANDCOM will support in a multitude of ways, but most
LANDCOM will play a key role in U.S. Army Europe’s (USprominently this will be seen with the eFP Rehearsal of Concept AREUR) Operation Sabre Guardian as we deploy a command
Drills (RoC Drills) which will be held this spring and fall. These element forward to support this exercise which takes place in sevRoC Drills will help improve current eFP forces understanding eral different countries over the course of a few weeks.
and build a solid network for future rotations allowing us as a
land community to synchronize command and communication
Finally, as we approach the summer months we will reach a
structures and identify potential gaps.
period of transition for many of the Soldiers throughout the Land
Domain. It has been an honor and privilege to serve with you
We continue to look 360 degrees and thus LANDCOM’s and you all can be proud knowing that you have left the Alliance
Military Cooperation (MILCOOP) branch’s efforts on the south- stronger. For those arriving into the Alliance be prepared to *hit
ern flank are developing in support of Joint Force Command-Na- the ground running*, as we have a lot still to accomplish. I am
ples to include partners from various African countries as well as extremely proud to be the LANDCOM Commander and to serve
providing support with Military Training Teams (MTTs) to rein- as the land proponent. Our diversity will continue to shape our
force and increase capabilities to the region. Along with MTTs, strength and together we can accomplish any mission, anywhere,
we continue to monitor ongoing issues which include extremism, anytime.
migration and the conflict in Syria.

For the Soldier!

The Allied Land Command
Deputy Commander’s Message

Lieutenant General Paolo Ruggiero
Deputy Commander

T

he Alliance is arguably facing
its greatest security challenges in a generation, with cyber
and hybrid activities in the East, turmoil
in the Middle East and North Africa, and
brutal attacks by ISIL and other terrorist
groups, including in our own countries.
In response, NATO is adapting to this
new security environment, strengthening
its deterrence and defensive posture and
projecting stability beyond our territorial
borders.

of power. Nevertheless, it is a challenge
in which NATO has a role to play.
The development of a southern
hub will improve NATOs ability to anticipate and respond to crises by collecting
and analysing information, assessing potential threats, and positively engaging
with our partners. Moreover, it will help
coordinate training and capacity building
in the likes of Iraq, synchronise coalition
efforts in countering ISIL and international terrorism, and support efforts in
security and defence institution building in partner nations. For Allied Land
Command, these are all vital activities
in helping stabilise the south and a key
motive for supporting JFC Naples in its
challenging endeavour.

At the Warsaw Summit, the Alliance committed to reinforcing its deterrence posture by enhancing our forward
presence in the East with the deployment
of four battlegroups to Estonia, Latvia,
Lithuania and Poland, on a rotational
basis. Whilst in the South, we are stepping up efforts in the fight against terrorWe recognise the value of projectism and working with partners across the Middle East and North ing stability and the key role it plays in protecting our own terriAfrica to project stability and enhance security in the region. We tory. When our neighbours are more stable, we are more secure.
live in interesting times.
Allied Land Command conducts military cooperation and capacity building in the Land domain with multiple partners around
For Allied Land Command, adaptation has driven a re- the globe and our experience has shown that having strong, highly
newed sense of purpose and revitalised relationships with its sub- trained local forces is vital to a country’s security. Accordingly,
ordinate, adjacent and higher commands. It has meant looking we have stepped up efforts to help countries in our wider neighEast in support of JFC Brunssum and MNC-NE with the deploy- bourhood to build strong institutions, train local forces, and tackle
ment of enhanced forward presence (eFP) and delivering a highly terrorism. But we can do more.
successful Rehearsal of Concept (27-29 Mar 17) drill to rehearse
missions, clarify C2 and provide a common understanding of one
Today NATO is cooperating with more than 40 partner
another’s activity.
countries outside the Alliance, in Eastern Europe, in Asia, in
the Middle East and in Africa. In the endeavour of continuously
Signifying the biggest reinforcement of our collective de- adapting its organisation and capabilities to face the new emergfence since the end of the Cold War, eFP has rightly been afforded ing security threats and defence requirements, NATO has put Proconsiderable priority within HQ Allied Land Command, but it is jecting Stability through partnership as one of the core objectives
not our only priority. Allied Land Command is also looking to the of its agenda, and it will be maintained and expanded over time.
South and is ready to support JFC Naples as a strategic ‘hub’ in Thanks to its close bonds with Partners, NATO can operate better
order to help address the myriad of challenges emanating from the and smarter, be more agile and be more effective.
Middle East and North Africa. As an Italian, I am acutely aware
of the threats presented by an unstable South and so an reassured
LANDCOM, as the NATO focal point for Land domain
by the seriousness by which such threats are viewed within Allied operational issues, is currently playing a key role in the Defence
Land Command.
Capacity Building and Military Cooperation activities with Partners and is looking forward to enhancing this strategic line effort
Unlike the East, the threat from the south is ill-defined, with more initiatives in the near future, through innovation drivcomplex and multi-faceted and so demands a more nuanced, en also by the emerging NDS-S requirements. We are ready for it!
comprehensive and cross governmental approach rather the more
traditional one derived principally from the military instrument
For the Soldier!

The Allied Land Command
Chief of Staff Message

Major General
Erhan Uzun

T

Chief of Staff

he quality of any team is
only as good as the people
in it. As I look back over
the 6 months since my arrival, I reflect
mostly on the professionalism, cooperation and many accomplishments of our
LANDCOM Team. During this short
period, I have met many staff members
including most of our key players. This
has allowed me to understand the environment, the Headquarters and LANDCOM’s mission. Prior to my arrival,
LT GEN Williams had already set out
a crystal clear vision of a flexible and
learning organization, whose personnel
are empowered, understand and deliver
mission command. We are both committed to investing in our personnel and the
development of individuals and teams will be a high priority.

to improve and validate the Alliance’s
interoperability, operational concepts
and planning, command and control
arrangements, and decision-making
responsiveness. LANDCOM provides
land expertise to the NATO Command
Structure including support to NATO
initiatives, operational commitment,
training and exercise.

Training is an unending path and
LANDCOM also has to train herself.
We will continue this year via Exercise
Trident Javelin 2017 (TRJN17). This
will be a three level exercise in a NATO
Article 5 Operational setting, involving
high intensity operations with both
the NATO Command Structure and
NATO Force Structure in a Major Joint Operation (+). TRJN17
will also serve as a venue to evaluate JFCBS as a JTF HQ,
As we enter 2017, the global security environment is LANDCOM as a Land Component Command (LCC) for multiunstable and complex. The conduct of war today and for the corps operations, and MARCOM in the role of and Maritime
foreseeable future is substantially different than it was fifty or Component Command (MCC).
even ten years ago which has required a change in how NATO
conceptualises operations going forward. The Alliance is conThe strategic overview shows a world of unpredictabiltinually challenged by transnational and multi-dimensional ity and insecurity. In such a world LANDCOM must be ready
threats creating long-term consequences for peace and security and able to respond rapidly across a full spectrum of threats
in the Euro-Atlantic region and across the globe.
with an emphasis on deterring and preventing conflict as part
of an Alliance. We will achieve this through three persistent
The Alliance must therefore be able to address the full lines of operations; NATO Land Forces Operational Capabilispectrum of current and future challenges and threats from any ties and Readiness, LANDCOM HQ’s Capabilities and Readidirection, simultaneously. LANDCOM has a prominent role in ness, and last but not least, Land Advocacy
developing land forces doctrine and procedures, incorporating
lessons learned and ensuring land competency is maintained
I am happy and proud of to be a member of LANDand developed. This is LANDCOM’s number one priority for COM Team.
our “LAND ADVOCACY” mission.
I am ending my words with Henry Ford’s quato “Coming together is a beginning. Keeping together is progress. WorkFurthermore we should not expect to be uncontested ing together is success.”
in any domain, and it is likely that we will be challenged in all
I wish you a continued success in your career, peace in
areas. Hence the requirement for demanding and realistic exer- your heart, unending smile in your face, strong health, happicises, tailored to provide a deterrent effect and the opportunity ness at home and HQ,

The Allied Land Command
For the Soldier!
Chief Warrant Officer
Stephen A. Rice

“A

ssurance to Deterrence”,
“We are in the Article 5 Business”, ‘Year of Execution”
these are just a few of the North Atlantic
Treaty Organization (NATO) Themes that
I have encountered since arriving in Allied
Land Command Headquarters (LANDCOM), Izmir Turkey, all of which have had
Allied Command Operational Headquarters (ACO) and partners working overtime
in their respective areas of responsibility
over the past year. Upon drafting this article
I will have approximately 7 months in the
chair, and instead of picking one focus area
to talk about, I thought I would concentrate
on describing some of LANDCOM’s past
accomplishments and future initiatives,
and how they relate to the SACEUR’s enduring principles. This article will provide a
brief insight into LANDCOM’s past actions
and future initiatives.

Commander Senior Enlisted Leader
ment to participate as HICON over MNDSE in exercise DACIAN GUARDIAN 17.
In terms of Alliance strengthening
LANDCOM has Combat Readiness Evaluation Teams (Creval Tms) –teams, which
until recently, was primarily comprised of
officers with limited or no NCO involvement. Understanding this problem is limited to job descriptions, value added, TDY
budgets and availability of NCO’s, however
this is something I feel we can improve upon
as we move forward. In terms of LOGFAS
programs and especially communications,
NCO’s could easily provide observer controller training recommendations.

Speaking at the Command Senior
Enlisted Leader (CSEL) Course in Oberammergau, at the NATO School (NSO)
was something I truly found rewarding,
as is anytime I have the opportunity to talk leadership and promote
Acting as the connective tissue in the land domain, LAND- the Command Team concept. I will be focused on supporting future
COM has been focused in ensuring a postured and ready force by; courses, specifically, the Advanced Leadership course in late May,
supporting the Enhance Forward Presence (eFP) command and con- which leads into the International Senior Enlisted Leader Conference.
trol relationships structure, solidifying Graduated Response Plans
(GRP’s), and participating in exercise planning and evaluation.
Additionally, we will be participating in an upcoming CSEL
working group to review NATO Non-Commissioned Officer (NCO)
In terms of eFP, LANDCOM has been focused on “uniting the Bi-Strategic Command Strategy and Recommended Guidelines. This
clans” so to speak, by conducting the first ever eFP Rehearsal of Con- strategy will enhance NATO operational effectiveness and interopercept Drill (eFP ROC Drill), by providing an open venue for hosting ability, as will the NCO Conference of European Armies.
and contributing nations to discuss a calibrated defence strategy,
based on capabilities and requirements. A few of the topics to be
Finally, Re-establishing the NCO communication council withaddressed during the event, and on the side lines, are how do we inte- in LANDCOM was a priority and has provided us with the capabilgrate the nations in a common operating picture, co-ordinating dig- ity to quickly address any NCO concerns within the Headquarters.
ital fires, and communications? How will we experiment to identify That coupled with the NCO Professional Development program is
gaps and lessons learned? If done properly, over time we will improve just one of the initiatives to promote cohesiveness within the LANDthe capabilities and effectiveness of the eFP Battle Groups, thus en- COM NCO community.
suring a postured ready force by improving readiness and deterrence
credibility.
The tasks and initiatives describe above are by no means a
complete, or exact, list of all activities since the last LAND POWER
Upon completion of the eFP RoC Drill and the Land Com- magazine, but rather a brief explanation of some key accomplishmanders Component Conference, the next big exercise will be TRI- ments. As we set the stage for eFP, future deployments, and prepare
DENT JAVELIN 17 (TRJN’17). This is another first for LANDCOM for the annual summer rotation of staff, we must be responsive to the
and the NATO Command Structure (NCS) as this exercise will focus quick transition. The road to exercise TRIDENT JAVELIN 17 will
on Major Joint Operation “Plus” (MJO+) concept in a NATO Ar- be not only bumpy, but short, and I look forward to the challenge!
ticle 5 environment. LANDCOM will look to use exercise SABER
GUARDIAN 17 as a warmup to TRJN17 by providing a small eleFor the Soldier!

HEADQUARTERS ALLIED RAPID REACTION CORPS:
www.arrc.nato.int

D

uring the last 15 years, servicemen and women of
many militaries throughout
Europe and the world have learned the art
of war fighting in the streets, mountains,
cities and deserts of Iraq and Afghanistan
during Operation Iraqi Freedom and the
NATO International Security Assistance
Force mission, respectively. Those lessons
learned in combat returned to dictate training to the next generation of war fighters
and has led to some of the most battle-tested military formations in decades.
Before Iraq and Afghanistan, it was
full-spectrum training and force-on-force

Realism Key to ARRC
Training Success
By SSG. Michael Sword (USA)

warfare, with no significant emphasis on
the counterinsurgency that would be fought
in the future. Since the end of the ISAF mission, the world continues to change, threats
evolve and the scope of full- spectrum military operations continues to widen. In light
of this, NATO’s method of training has never ceased to adapt.
During the course of 2016, there were
12 NATO exercises scheduled, not including allied national exercises, to prepare the
28 nations of NATO for whatever threat
may come next. In October, the servicemen
and women of Headquarters Allied Rapid
Reaction Corps, based at Imjin Barracks in
the UK, trained for their role as the Land
Component Command (LCC) in the NATO
Response Force in 2017 during Exercise

Trident Juncture 16. Juncture spanned four
countries, incorporating several real and
simulated units covering air, land and sea,
giving the ARRC the opportunity to push
themselves and their capabilities and eventually certify them as the LCC.
An exercise of this size requires an
immense amount of planning, not just for
logistical considerations, but also for making it as realistic as possible to truly test
the units involved. Members of the ARRC
and the Joint Warfare Centre in Stavanger,
Norway, have been working throughout the
year to ensure that the ARRC would get put
through their paces and pushed to their
limits.
“NATO’s long-term rotation program

Lieutenant General Darryl A. Williams (LANDCOM Commander) Briefed in ARRC Facilities. Photos by UK WO2 Dan Harmer and UK Sgt. Mike O’Neill
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Realism Key to Arrc Training Success
tells us when we’re going to be on standby
for a particular task and there’s a series of
NATO exercises that are prepared in order
to make sure people are ready for that task,”
said British Brigadier General Andrew
Jackson, chief of ARRC’s G7, Training and
Development branch. “Trident Juncture is
the culmination of one of those exercise series, evaluating us as the NATO Response
Force Land Component Command.”

“Being part of an Army that’s been
at war for the better part of 15 years, you
understand how to create realistic training,” said US Brigadier General Ron Clark,
ARRC Deputy Chief of Staff for Operations, “The realism comes from operational
experience and you do the best you can to
replicate environments that put the kind of
stress on soldiers in training that they may
experience in a combat situation.”

“The ARRC has three missions,
to be a Joint Task Force Headquarters for
NATO, a land component command within
the NRF construct or a corps headquarters
within a wider setting,” he said. “So ideally,
we have to make sure that our training hits
on the core skills required for all of those
roles but is adapted so it can hit the special
requirements of each of those roles at different times in our training cycle.”

Clark, who has commanded troops
since before the fall of the Berlin Wall,
has seen the effect of realistic training first
hand, and knows how important it is to a
successful unit. Earlier in his career, during
a training scenario, Clark describes a lieutenant of his was thrown into a worst-case
situation: enemy combatants everywhere,
downed aircraft, casualties, and a battalion
commander, Clark, asking for updates faster than he could process the situation. The
lieutenant struggled, but the stress of that
realism paid off shortly after.

Their role in next year’s NRF has
created some additional challenges. In addition to the ARRC fulfilling their training requirements, Juncture was designed
primarily to test JFC Naples, making the
ARRC the secondary training audience.
“The exercise has been designed principally to deliver the training objectives of
the NRF HQ, JFC Naples, so all through
this process we’ve been engaged as a partner
in the planning but as a secondary training
audience,” said Jackson. “Led by G7, with a
team from across the headquarters, we’ve
been influencing the exercise designers at
JWC so we still have a chance to achieve
our objectives.”
In addition to achieving their exercise
objectives, G7 and the rest of the staff have
worked to ensure the scenario was challenging as well as realistic. With the collective
operational experience available throughout the ARRC staff, there was no question
that realism would be an integral part of
any scenario. Tangible, realistic training is
critical no matter if you’re a platoon on the
ground or a three-star NATO headquarters.

8 LAND POWER

“Six months later, we’re in Iraq, in
Ramadi, which in 2005 was arguably one
of the most dangerous locations where Soldiers, Sailors, Airmen and Marines were
forward deployed,” said Clark. “Again, a
very similar situation: enemy on the battle
field, ambiguous situation at night, civilians
present, lots of chaos, same lieutenant...
cool as the other side of the pillow.”
“The lessons he learned in training,
I believe saved lives in combat,” he continued. “Its not just that one officer, you can
multiply that by every leader and soldier
in that formation that also had to deal with
those same situations in their own way during realistic training that then led itself to
successful operations in combat.”
With realism and challenge at the
forefront, NATO and the ARRC have made
sure that the training could meet expectations, bringing in a civilian company to
expand the scope of the scenario, giving it
even more realism and depth.

“Looking at the scenario JWC have
presented, we’ve created a theme, and characters within those themes, trying to get
a pattern that the headquarters can start
to follow and understand about key personalities in different entities in Estonia,”
said James Cassidy, managing director for
OAKAS Ltd., a company that has worked
throughout the NATO force structure to
supplement their training events. “We’ve
got the white cell representing international
organizations, non-government organizations, the Ministry of Interior, Ministry of
Defence, and we’ve got the Estonian Red
Cross.”
“For me the white cell is the opportunity to discuss the real granularity of the
‘what ifs’ within that wider civilian environment that we operate in, so the advantage
we have is that we can bring in people like
this who you’re going to be operating with
on a daily and intimate basis in an operational environment,” he added.
That depth, the presence of civilians,
government and non-government organizations, requires the ARRC to think outside
their military knowledge and look further
than kinetic action or solely military solutions to solve problems.
“In the case of this exercise, because
its so well resourced as an NRF combat readiness evaluation, it gives you the
depth to have realistic training and realistic
events and injects that stretch the staff and
makes us think,” said Clark. “It really puts
us through the paces of trying to understand our adversary and to take action so
that we really drive our adversary into the
space where military solutions are not the
answer.”
“In this particular scenario, and with
the adversaries we face in the real world,
the last option is war,” he continued. “That
is always the most costly option, because
literally lives are at stake and we want to
help our coalition leaders find peaceable
solutions and use military means to deter,

Realism Key to Arrc Training Success

Training in such a scenario, with
its wide focus and resources, the ARRC has
seen the benefits of being a multinational
headquarters, and has already identified
both ways to improve and capabilities to
test on their next exercise.
Since beginning the exercise, Cassidy has been able to watch first-hand as the
ARRC staff try to push what is possible, and
the time and effort that goes into scenario
building has a lot to do with it.

Photos by UK WO2 Dan Harmer and UK Sgt. Mike O’Neill

to reassure, to prevent someone who potentially wants to
use force in a way that’s not congruent with
peace and stability.”
This year, having a live higher headquarters in JFC Naples, as opposed to the
ARRC playing the role as their own headquarters, has also given Trident Juncture 16
a more accurate assessment for both units.
“Normally we are the single training
audience, we act as our higher headquarters, we bring in our lower controllers and
we also produce the exercise scenario and
then manage the scenario dynamically as
we’re going through it,” said Jackson.
“This makes it more real because
we’re not able to control our higher headquarters, we have to understand where we
sit in relation to their planning cycle and
their direction, and their direction may not
always coincide exactly with what we would
wish to do,” said Jackson. “Because we’re
part of a bigger joint operation, we have to
adjust our planning and our execution accordingly.”
“Our planning has moved at a fast
place because as a land component command headquarters, our cycle is moving
faster and has benefitted the planners at Na-

ples who haven’t necessarily been thinking
in the same space as us,” he continued. “Because we’re closer to the problem, we have a
more refined view of what’s happening on
the ground.”
“It’s what the commander calls ‘joint
aware’,” he added. “We’re not a joint headquarters but we understand some of the
demands of operating in the joint space so
therefore we can be proactive in offering
our thinking but we’ve got to understand,
and have the humility to accept we may not
always be producing what they need.”
“We work as a 3 star headquarters
and use pan-staff approaches to problems,
boards, cells, and working groups, to try to
solve tactical military problems as an LCC,”
said Clark. Even though it’s a three-star
headquarters, it’s still a tactical headquarters and being able to build relationships,
horizontally and vertically is really what
makes you successful as an organization.”
“Here, you only work with the best of
the best,” he said. “The NATO [and] partner
nations that comprise the ARRC put their
best foot forward, they send excellent representatives to be a part of our staff and really that’s one of the strengths of the ARRC,
its multi-nationality.”

“I think the ARRC is the most forward-thinking and fast-moving headquarters,” he said. “They are innovative and they
are trying to push the boundaries of what is
feasible and what is not feasible at all times.”
As Trident Juncture 16 concluded,
the servicemen and women of the ARRC
did push themselves, the scenario and their
higher headquarters as far as they could, in
the interest of maintaining their edge. As
they look toward their role in NRF 17, the
ARRC will continue to take advantage of
its wealth of experience, remembering the
lessons of the past while preparing for the
changes and challenges of the future.
“Fifteen years of being in Afghanistan and Iraq is probably, for some officers
and soldiers in the headquarters, the only
experience they’ve had and that wasn’t an
Article 5 operation,” said Jackson. “If we’re
thinking about core war fighting in an Article 5 setting, we’ve got to make sure were
thinking ahead into that space.”
“The only thing that replicates reality is reality and we have to make sure the
scenarios and the simulation that supports
our training is as realistic as possible,” he
added. “It’s never going to be the real thing,
but we’ve got to try and get it as close as it
can be.”
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NATO’s Southern Flank Threats
by MAJ Mario Sorrentino (ITA) LANDCOM G-2

NATO’s Southern Flank

“T

he security challenges in the Middle East
and North Africa
(MENA) have reached a level unprecedented in modern times” - Jens
Stoltenberg, NATO Secretary General, 30 April 2015.
General Introduction
NATO’s Southern Flank has widened
to include not only the Middle East and
North Africa, but also moved further south
to include the Sahel, as well as Sub-Saharan Africa and adjacent areas, waters and
airspace. During the 2014 Wales Summit,
it was described as an area of growing instability with trans-national and multi-dimensional threats, where achieving peace
and stability would be essential for Alliance
security.
Threat Evolution
Since the early 2010s, not only Russia’s mounting aggression has changed the
outlook for NATO’s Eastern flank but the
12 LAND POWER

Southern flank has also started to be exposed to a multitude of destabilizing trends.
The security situation in the Middle East
and Africa has deteriorated due to a combination of factors that are causing loss of
life, fueling large-scale migration flows and
inspiring terrorist attacks in Allied countries and elsewhere. NATO’s Southern flank
poses a set of unique challenges for the alliance, as the region is exposed to complex
and diverse threats from a combination of
state and non-state actors.
Threats from state and non-state actors
a. The Rise of Hybrid Warfare: Hybrid warfare involves the integration and
fusion of regular and irregular approaches
to war. In the NATO context, the need to
develop a more robust posture on hybrid
war was linked to Russia’s aggression in
Ukraine. But the threat of hybrid warfare
is not limited to the alliance’s Eastern flank.
With Russia’s growing military presence in
Syria, one cannot totally rule out the prospect of a low intensity hybrid war affecting
countries along NATO’s Southern flank.
b. Russia’s Anti-Access and Ar-

ea-Denial (A2/AD) buildup: Although the
Russian Federation has been NATO’s traditional Eastern flank challenger, Moscow’s
military deployments in Syria since September 2015 have compelled NATO policymakers to revisit Russia’s role in relation to
the Southern flank as well. The presence of
very sophisticated air defenses and aircraft
capable of air-to-air combat suggested the
existence of a Russian Anti-Access and Area-Denial (A2/AD) bubble in the Eastern
Mediterranean. Russia is on the verge of becoming NATO’s permanent Southern flank
neighbor.
c. Iran’s ballistic-missile proliferation: Another state that poses a security challenge to the NATO alliance is Iran.
Tehran already has a significant arsenal of
ballistic missiles and has been gradually
developing its missiles program. Approximate ranges of Iran’s solid and liquid-fuel,
medium-range ballistic missiles at between
1,200 and 1,900 miles. Iran could theoretically target countries in the NATO Alliance.
d. State Failure: Beyond specific
threats from individual countries, NATO
must also confront the broader danger of
state failure. The Arab Spring that erupted

NATO’s Southern Flank Threats
Drivers of Instability

in late 2010 was a euphoric experience, a
source of exuberant optimism. Unfortunately, the hope to establish democracies in
the region was short-lived, it was the initial
catalyst of the current insecurity throughout NATO’s Southern flank. The violent
escalation and growing instability remains
and jihadists are gaining strong footholds
throughout the region.
e. Radical and violent non-state actors: NATO’s Southern flank is exposed to
a myriad of security challenges linked to
the emergence of radical and violent nonstate actors. The Alliance’s Southern flank
is exposed to the al-Qaeda terrorist threat
along the Eastern and Southern Mediterranean coasts. More recently, the center of
attention has shifted to Daesh (or self-proclaimed “Islamic State”), whose emergence
has compounded the threat perception map
for NATO allies. This terrorist group has
also been acting as a foreign fighter magnet
and trainer, with long-term implications for
the security of NATO allies.
f. Proliferation of Weapons of Mass
Destruction among non-state actors: Major threats that certain states and, particu-

larly, non-state actors pose to the NATO
alliance is the proliferation of WMD, from
nuclear to biological to chemical weapons.
A number of technological developments
have increased the risk of the proliferation
of biological and chemical weapons on the
Southern flank. The WMD threat emanating from non-state actors also found its
place in NATO’s 2010 Strategic Concept.
The document states that: “terrorism poses
a direct threat to the security of the citizens
of NATO countries, and to international
stability and prosperity more broadly. Extremist groups continue to spread to, and
in, areas of strategic importance to the Alliance, and modern technology increases
the threat and potential impact of terrorist
attacks, in particular if terrorists were to acquire nuclear, chemical, biological or radiological capabilities.”

extremism across the region and beyond,
demonstrate that the security of the region
has direct implications for the security of
NATO. There is an arc of insecurity and
instability along NATO’s periphery and
beyond, that it also contributes to the refugee and migrant crisis. The global threat
of terrorism knows no border, nationality,
or religion. The Alliance faces a range of security challenges and threats that originate
from the south, however peace and stability
in this region are essential for the Alliance.
Threat from NATO’s Southern Flank has
increased and widened across the Sahel requiring a long term comprehensive effort.

Conclusion
The continuing crises and instability
across the Middle East and North Africa region, in particular in Syria, Iraq and Libya,
as well as the threat of terrorism and violent
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T

he evolution of the global environment poses significant
leadership and organisational
challenges in NATO allies. This is further
compounded by the inter-connexion of diverse people due to globalization, and the
advent of modern technologies. Furthermore, the NATO’s challengers have developed new methods, based on asymmetric
capabilities, hampering the NATO’s ability
to act in defence of its member nations.
The NATO Southern Flank presents
specific characteristics and challenges that
require a particular approach to respond efficiently. Thus, NATO is developing a comprehensive strategy: the NATO Strategic
Direction-South.
The Southern Flank
General Characteristics
The situation and future evolution of
the NATO’s “Southern Flank” can be considered more immediate and unpredictable
as compared to the threat along the Eastern flank. Much of this threat stems from

Nato Strategic Direction South
By MAJ Carlos Pereira (ESP)
the dynamic instability associated with
the Arab Spring, the expansion of Jihadism, and the influx of illegal immigration.
State-sponsored or independent terrorist
attacks on NATO members are considered
more likely than traditional conventional
force attacks. Nevertheless, the response to
such an attack may vary enormously, including many different types of threat and
risks.
On the other hand, the Alliance must
be also prepared to address the potential for
Article 5 operations and the requirement
for a military response to a conventional attack on NATO territory from the South, including a potential military incursion into
the territory of a southern Ally.
Threats and Risks
The threats and challenges emanating from the south are diversifying and becoming more insidious; they are now more
potent than latent. Several are a result of
repressive, weak or ineffective governance.
This has led to poor social and economic
conditions as the source of popular disenfranchisement, humanitarian crisis and
Libya – example of ineffective governance
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other destabilising influences which have
infected the region, fuelled by radical ideology. They can be classified:
t Inter-State Conflict. Potential
state adversaries may enter into direct conflict with Nations individually, or the Alliance collectively, thereby invoking Article
5. It could also include the potential for
spill-over impacts on NATO, as a third party, from conflict between non-NATO belligerents. The means by which Nations may
feel these impacts are varied, and include
conventional, hybrid warfare, WMD and
cyber.
t Proliferation. This includes from
transnational smuggling of small arms and
light weapons, through MANPADs, to the
technology transfer of WMD.
t Terrorism and Insurgency. These
could identify violent non-state actors, several with state-like characteristics (de facto
out of central authority areas), other violent groups able to either inside the country of their origin or internationally. These
actors want to undermine the functioning
states in the region, and risks being exported through attacks against Alliance populations at home. These actors can develop
asymmetric warfare tactics.
Relevant regional actors
The Southern Flank already presents a
significant implication of different individual allied nations or EU actions. Therefore,
NATO must understand the complexity of
the region to provide appropriate responses
to the security problems.
- European Union. EU provides a
solid political framework to develop relationships in many different levels, through
regional organizations, wide initiatives,
agreements among group of nations and
bilateral agreements. Thus, the Joint Africa-EU Strategy reflects the desire to forge
stronger links between the two continents
in key areas of cooperation and to provide

Nato Strategic Direction - South
a concrete road map for future cooperation
in promising new areas. The Joint Africa-EU Strategy acknowledges that peace
and security are necessary conditions to ensure progress and sustainable development.
- African Union. Under the leadership of the African Union (AU), Africa has
intensified its efforts to prevent, manage
and resolve conflicts. The NATO´s cooperation with the AU encompasses, logistic
and capability building support, as well as
support for the operationalisation of the
African Standby Force.
- Forum for the Dialogue in the
Western Mediterranean. This Forum,
also known as 5+5 Dialogue, is an informal political dialogue that brings together ten countries from the Western basin
of the Mediterranean: five countries from
the Arab Maghreb Union (Algeria, Libya,
Morocco, Mauritania and Tunisia) and five
members of the European Union (Spain,
France, Italy, Malta and Portugal).
- Security Cooperation & Military
Operations. Currently, more than 20 military operations and security cooperative
actions are active in the NATO Southern
Flank. Some of them belong to International Organizations (especially EU, but also
UA, UN and NATO), some others are National (the most relevant involved nations
are USA, France, Italy and Spain).
Nato Strategic Direction –South (Nsd-S) Way
Ahead
The broad and evolving challenges from the South have implications for
the Alliance’s ability to fulfil its three core
tasks: Collective Defence, Crisis Management and Cooperative Security. Thus, it is
essential the Alliance to prepare for these
challenges, depending its credibility on demonstrable capability and usability of its
capacities to address the threats emanating
from the South.
The strategy for the development of
the NSD-S should include the following elements, entirely integrated in a comprehensive strategy:
- Regional Understanding & Situational Awareness. The ability to anticipate
and respond to crisis emanating from the

EUTM Mali – European mission to ensure the stability in the Sahel

south, understanding tracking and, ultimately, anticipating the actions of potential adversaries is key. To improve NATO
strategic anticipation by enhancing our
awareness will require to implement a new
framework, likely establishing a permanent
element.
- Partnerships. It is vital the development of an appropriate strategy that adds
multi-dimensional synergies, harnessing a
wide array of military and non-military instruments enacted through a broad combination of international bodies.
- Support Military Capability. In a
lower level, NATO must be ready to support
the development of the military capabilities
of regional Armed Forces, enhancing the
Governments and the stabilisation of the
entire region. While the UE is primarily focusing on training basic necessary military
skills for Stability and Security Operations,
NATO could offer its added value by specific COIN and joint training, based on the
know-how and expertise from Afghanistan.
- Strengthening NATO Capabilities. Planning and execution of operations in the NSD-S would require specific
requirements, different to other scenarios.
Consequently, it needs to be considered to
maintain and improve skills and capabilities required for expeditionary operations
or to be trained in Counterinsurgency/
Counterterrorism Operations. NATO ability to track and anticipate the actions of

potential adversaries through Intelligence,
Surveillance and Reconnaissance is increasingly important. Furthermore, conducting
a suitable proportion of relevant NATO
exercises and activities directly related to
the NSD-S, supports decisively the NATO
security message, in the context of wider
deterrence and defence.
CONCLUSION
The threats and challenges NATO
faces from the South present a high complexity and, most likely, will grow over the
next decade. These challenges require an
understanding and a collaborative design,
implementing a multi-dimensional strategy
in close coordination with the international
organizations, partners and other relevant
actors in the region.
It is the time to act: from the political
through operational level, initiating early
planning, coordinating activities as well as a
solid preparation during the next few years,
may prevent the Alliance from having to
face these threats becoming insurmountable.
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Considerations for NATO Ground Forces in Joint
Intelligence, Surveillance and Reconnaissance Operations
by LTC Nate Martin (USA) LANDCOM G-2
An MQ-1B Predator remotely piloted aircraft comes in for a touch-and-go during a training mission. Photo by Senior Master Sgt. Paul Holcomb US Army

J

oint Intelligence, Surveillance and
Reconnaissance (JISR) is a critical aspect of all military operations as it provides information and intelligence to decision-makers allowing them to
make informed and timely decisions1. As
NATO establishes a permanent JISR system incorporating current platforms, such
as the NATO AWACS aircraft, and new
systems like the Alliance Ground Surveillance (AGS) system, it is critical that NATO
Ground Forces’ intelligence needs and considerations are factored in future plans and
missions that can quickly shift reliance to
the air, maritime and space domain.
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Ground Forces represent the largest contributor of personnel and combat
system within the Alliance. As such, they
require volumes of information and intelligence for the planning and successful execution of military operations. Experience
the Alliance gained from operations in Afghanistan and Libya has resulted in ISR assets being accessible to military personnel
at the lowest tactical levels2. These 15 years
have resulted in an expectation of almost
endless resources during military operations. It is important for Commanders and
Staff within the NATO Command Structure
and Force Structure to realize that there are
limited resources to share across the Alli-

ance and Air and/or Space Superiority is
not a given in future operations. These require advocacy for ground forces planning
factors and considerations across NATO.
Operational Risk within JISR
With the acquisition of five remotely
piloted aircraft, NATO will have its first traditional ISR asset, the AGS3. Five platforms
are a far cry from the amount of airborne
ISR Ground Force Commanders are accustomed to after 15 years of operations in Afghanistan. Preparing for potential conflict
with near-peer threats means accepting Air
and Space ISR saturation will not be readi-

Considerations for NATO Ground Forces in Joint Intelligence, Surveillance and Reconnaissance Operations

NATO Ground ISTAR element executing surveillance mission. Photo from NATO HQ

ly available and could potentially not exist
at the onset of military operations. Until
air and maritime superiority is achieved,
Ground Forces must realize that limited
NATO and member-nation JISR assets may
not have ground priorities at the top of their
collection requirements. Providing input
into operational planning for acceptable
risk during ground operations are key from
tactical to strategic missions and activities.
Similarly, employment of Ground
Intelligence, Surveillance, Target Acquisition and Reconnaissance (ISTAR) forces
may be done without overwatch from air
platforms. ISTAR formations, traditionally
considered as the eyes and ears of Corps
and Division Commanders, may now be
highly sought-after within JISR due to their
ability to operate in an Anti-Access/Aerial
Denial (A2AD) environment. The idea
these forces may be used to identify air defenses or land based anti-ship systems must
be considered. Employment considerations
must be synchronized not only with the Air,

Maritime and Land communities, but also
the Special Operations Forces and Space
Domains.
Synchronization and Economy of Effort
Limited organic capabilities and a
reliance on member-nations for JISR contributions means Joint and Ground Forces
staffs must be good stewards of the limited resources allocated. G2 analysts, G3
targeting personnel, GENG planners and
other staff elements must not only look for
synchronization and well-planned ISR missions, they must also deconflict and limit
redundancy with the numerous Corps requirements developed within the NATO
Force Structure GRF(L)s. Ground Force
Collection Managers must be creative in
capitalizing on targets of opportunity available from assets assigned to the air and
maritime targets. This is especially critical
at the beginning of military operations as
NATO Air and Maritime Forces utilize JISR
to achieve superiority in their respective
domains. Measures of Effectiveness, which

are always difficult to quantify, must now
be the norm to ensure the limited missions
assigned are placed against the appropriate
targets and assigned to the correct subordinate element.
Advocacy across the Alliance
Over the coming months and years as
NATO refines JISR operations, doctrine and
techniques, tactics and procedures, LANDCOM and the GRF(L)s must seize the opportunity to ensure valid requirements are
accounted for as NATO moves forward.
The objective for NATO Joint ISR is to
champion the concept of “need to share”
over the concept of “need to know”. Advocacy for Land Domain requirements may
at first appear as receiving verses giving, but
with proper education and understanding
the contribution of Ground ISTAR within
JISR ensures NATO Land Forces receive
equal considerations for future planning
and missions in both Peacetime and Crisis
Establishment structures.

“Joint Intelligence, Surveillance and Reconnaissance.” Accessed February 16, 2017. http://www.nato.int/cps/en/natolive/topics_11830.htm

1

Ibid.

2

O“Alliance Ground Surveillance (AGS).” Accessed February 16, 2017. http://www.nato.int.cps/en/natohq/topics_48892.htm.

3

LAND POWER17

HEADQUARTERS NATO RAPID DEPLOYABLE CORPS- GREECE:

Nato Strategic Direction South
By COL Themistoklis Nikoglou (GRC)
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N

ATO's Strategic Direction
South (NSD-S) is the terminology used to describe NATO’s Southern Flank framework concept as
it covers the Middle East, North Africa and
Sahel, and Sub-Sahara Africa and adjacent
areas, waters and airspace. This terminology is used in contrast with the NATO's
Strategic Direction East (NSD-E), referred
commonly to Eastern Europe.
NSD-S always poses unexpected challenges and threats to the Alliance. Recently the Warsaw Summit Communiqué (8-9
July 16) clearly stated that ‘’there is an arc
of insecurity and instability along NATO’s
periphery and beyond. The Alliance faces a
range of security challenges and threats that
originate both from the east and from the
south; from state and non-state actors; from
military forces and from terrorist, cyber,
or hybrid attacks’’. The latest development
was the Russian intervention in Syria crisis
which gave a different dimension to current
challenges and threats in this area.
As a result the Alliance began a multifaceted study analyzing different actions in
order to address the challenges and requirements in the south in all PMESII domains
(Political, Military, Economic, Social, Infrastructure, Information).
The aim of this paper is to give some
additional thoughts on the current docu-

mentation with the possibility of developing new paths for the South area as it is currently for the East.
Challenges and Threats
In recent years we (have been observing many Terrorist Attacks (TA) in Europe)
became observers of terrorist attacks in Europe, resulting in many casualties. Those
episodes illustrated the changing nature
of threats for NATO allies, deriving from
the Alliance’s Southern flank. These TAs
remind us that the threats from the South
might be indirect but directly affect our
security, when compared to Eastern flank
which poses a direct military threat on
NATO territory.
Most of the threats are transnational and volatile, characterized by political
instability with different intensities of violence and timescales, generated by inter-connected socio-economic, cultural/
ideological and political drivers.
These threats have a negative influence on the economy, the infrastructure
and the social cohesion. Ultimately they affect our way of thinking.
Despite the increasingly pace of TA
and NSD-S vulnerability, NATO continues
to have oriented its activities to the East
rather than to the South. Some of the rea-

sons are:
t )JTUPSZ EVFUPUIFGBDUUIBUUSBEJtionally NATO has been set up to deter and
provide collective defense against an enemy, against a state enemy that’s on the Eastern side. So NATO has developed strategy,
capabilities, and operational assets in order
to address this particular tension, but the
Southern flank seems to be rather different.
t *OUIF4PVUI XFIBWFBIVHFSBOHF
of risks, threats, challenges, whatever we
want to call them, that spread across many
different countries. It’s not easy to divide
sub regions, North Africa and Middle East,
Sahel, because they are interlinked in a very
complex way with different actors, state actors, non-state actors.
t "OPUIFSEJČFSFOUJTTVFJTUIF(Fometry of the Operational Environment.
The factor ‘’space’’ is unlimited and the
connection with the estimation of time and
necessary forces being deployed is a complicated work. The Southern Area is more
dispersed and non-linear than the East
Area. Distinctions between forward and
rear areas are becoming less clear-cut and
the use of urban conflict, terrorism, and irregular forces are commonplace.
t ćF DIBMMFOHFT BQQFBSFE JOJUJBMMZ
had a small innocent impact but gradually became a hybrid actor quickly turning
into a state. At initial stage, they are acting
as unconventional force, while the terrorist
organization succeeded in being under the
threshold of a traditional threat . As Terrorist organizations acquired military capabilities, they became a threat, which can be
addressed by traditional military means.
Therefore, based on the above reasons, it appears to be easier to activate instruments regarding the threats from the
East and difficult to set and activate actions
to the South, as there is a conflict among
national and international interests.

Two-day NATO Strategic Direction South Conference, Photo by JFC NAPLES PAO
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For all the aforementioned reasons
I consider that NATO needs to re-orient

Nato Strategic Direction - South
its focus simultaneously to the South and
streamline the Alliance’s own capabilities
and priorities in dealing with different
strands of activities. Join efforts with other
international organizations, the European
Union in particular.
Policy
It is without a doubt that NATO’s
Southern flank poses a set of unique challenges for the Alliance, as the region is exposed to complex and diverse threats from
a combination of state and non-state actors.
The Alliance has to develop responses to a
wide array of threat scenarios. Including
among the other cyber and hybrid warfare,
disinformation, human and weapon trafficking, terrorism, asymmetric threats, and
illegal migration. These threats have implications on NATO and EU as well.
As a result, it is impossible to create
all-encompassing deterrence framework
that the Alliance can use to develop the
right policy response. The policy approach
needs to reflect the heterogeneity of the
threat landscape encompassing preemption
and prevention. Looking at the readiness
of NATO to counter these new elements,
a quite well-diversified NATO strategy has
already been developed over time, starting
with a strategic concept and it’s follow-up.
So the discussion should not be really about whether we need a new strategy
but how do we use the existing framework
to build the necessary responses posed by
NSD-S. Essentially, there are two problems
that require solutions.
First, it is necessary to solve the perennial problem of budget cuts, burden sharing
and defense expenditures, on which regard
it is needed to define if resources have to
be dedicated to answer the threats coming
from Southern Flank, or coming from Eastern Flank, or both.
Second, we need a unified decision
that goes even beyond and refers to the role
of NATO in trying to create stability across
its borders, operating as an enabler.
Conclussions
NATO’s Southern flank poses a set of
unique challenges. The alliance has to develop responses to a wide array of scenarios
generated by civil wars and state failure, a

proliferation of non-nuclear weapons of
mass destruction (WMD) at the hands of
armed non state groups, anti-access and
area-denial (A2/AD) threats in Syria, the
export of terrorism, etc.
Policies listed under preemption essentially aim to constrain or eliminate a
threat that is already tangible or palpable.
An example would be an attack on civilians
by suicide bombers linked to the self-proclaimed Islamic State. Prevention concerns
policy options that are more forward-looking and aim to eliminate potential more
distant threats—for instance, efforts to
strengthen state institutions in post conflict
societies to accelerate a return to normality
and good enough governance.
Policy responses should not be understood as exclusive, stand-alone strategies designed to fully counter the threats.
More often than not, proposals will be
only an important yet insufficient component of the overall response. In practice, a
more realistic and effective strategy would
need to combine policy elements across
all domains. So, even if improving the effectiveness of the NATO Response Force is
listed as a recommended policy response to
hybrid warfare, a more realistic strategy to
counter such a threat would involve drawing on tools such as capacity building in
partner nations and improved intelligence
sharing.
Without prejudice to the Alliance’s
collective defense commitments, NATO
contributions have to be part of a broader
multidimensional international community set of responses. This requires effective
coordination and cooperation, as appropri-

ate, among all relevant actors involved in
the region, inter alia with the EU.
A comprehensive approach across all
aspects of diplomatic, informational, military and economic leverages is needed.
Beyond the obligations of Article 5, above
and beyond the RAP, NATO requires a single comprehensive strategy for all flanks to
interact appropriately, with other relevant
Regional and International Organizations
(IO), such as the UN, EU, AU, Arab League
and Gulf Cooperation Council. In other
words, a clear and cognitive operational design with a defined and attainable end state
and objectives must be a prerequisite.
Suggestions - Considerations
NATO as military organization has to
invest resources (money and personnel) in
the following domains:
t 3FDFQUJPO  4UBHJOH BOE 0OXBSE
Movement (RSOM) facilities in order to
ensure the timely deployment of forces in
the Southern part of the Alliance.
t (FOFSBUJPOPGUIFBEFRVBUFGPSDFT 
suitable to tackle any kind of threat.
t 5SBJOJOHJOUIFSFTQFDUJWFJTTVFT
It is essential to draft a strategy
against unconventional and hybrid threats,
enabling NATO to deal comprehensively
with such challenges and to prevent them
from being “stealth threats ” against NATO,
particularly at the Southern Flanks, which
currently NATO is most vulnerable.
Ultimately we can wonder; Is NATO
able to deal with ambiguous threats of the
South region using the traditional instruments of the collective defense?
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International NCO Advanced Leadership Course in an
Multinational Environment
by CWO1 Giuseppe Di Blasi (ITA) LANDCOM Deputy Commader Staff Assistant

Course Group photo

Overview
This course is fully accredited by
NATO and gives senior NCOs a very good
and deep idea about leadership. It also provides them with the necessary tools for their
daily work in a multinational environment
by enhancing also cultural awareness. The
NCO Leadership Course is accredited by
Allied Command Transformation (ACT)
and is aligned to the NATO NCO Bi-SC
Strategy and Recommended NCO Guidelines (ref. SH/DOM/SWM/10-270697 dated 13 Oct. 2010 SHAPE).
Participants
The course is dedicated to NCOs at
OR 8/9 level from NATO and Partner nations.
Objectives
a. Further develop appropriate leadership skills in order to supervise his domain and give advice and support to the
commander;
b. To be able to mentor and set up
a counselling system and advise the commander;
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c. To develop his/her own communication skills in order to enhance effective
communication within their unit;
d. To be able to supervise ethical and
moral awareness in an international environment.
Situation
My personal experiences on this
course were truly amazing. We first started with a distance e-learning portion of
the course which created a mindset of what
to expect during our training in Lucerne.
On 15 January 2017, I arrived in Lucerne, at the Swiss Armed Forces Professional NCO School. The first day of course
started off with a good intro of the Course
Staff and School Commander, BG H. NIEDERBERGER. Our very diverse class of 28
people, from 19 different nationalities, were
immediately divided into two groups of 14
(Class 1 & Class 2). Straight off the bat, we
were assigned with our course project to
be presented by Syndicates at the end of
course, called exercise “INNATOGROUS”,
which means to explain NATO’s structure,

history, task and purpose and how NATO
works. That evening, we had our “Ice
Breaker event” which took place in an underground fortress called “Fortress Füringen”. Outside of the fortress, we were greeted by two musicians playing Alpine Horns
(also known as Alphorn). The sound of
the horns playing brought calmness to the
group like no other and set the mood for
the entire evening. We even had the chance
to try the alphorn if we wanted to. We were
then greeted by our tour guide and toured
the interior of the underground fortress.
After the tour, we stayed in the fortress for a
wounderful meal called “raclette”.
The first week consisted of group
exercices, very interesting guest speakers
and communication training. The Persolog
Personality Factor Model describes human
behavior on the basis of the four behavioral patterns: Dominant, Influencing, Steady
and Cautions (DISC), was a tool used to
help show who we really are as person and
the way we react or not react to certain situation and increase personal effectiveness.
It was said that it was only a tool or guide
but I think it was pretty accurate when I
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looked at my own results “The DISC was a
great tool”.
Our guest speakers (MG W. Ohm,
OF7 DEU A, DCOS SPT and his Senior
NCO, W.O. A. McCabe OR9 GBR AF from
JFCBS, were truly professional and brought
a wealth of professional experience and international knowledge to the table. We also
learned about Cultural Diversity and Problem Solving Tools.
On Sunday, 22nd January a fantastic
team bulding event took place when the
staff organized a small road trip to a town
of Engelberg. There, we had an amazing “all
you can eat brunch”, learned how to play the
sport of curling and got to learn how Swiss
cheese is made, it was a wonderful day!
Week two consisted of Leadership
Boards, Rules of Engagements (ROE’s), Use
of Force, Ethics and how you can apply the
most common principles in an interview
situation, the do’s and don’ts when being
interviewed by a journalist; it can be “very
tricky”!
Very interesting was a two ours of debate on the topics (Combating Trafficking
in Human Beings and Sexual Harassment),
studied during the e-learning phase. Team
building exercice with honoured guest and
of course our course “Diploma Ceremony”.
The week started off with a Team building
excercise where absolutely everyone had to
work togheter as a team and listen to only
one person at a time in order to achieve our
goal. This challenge was great and made us
all realise one specific phrase: “In order to be
a great leader you must be a great follower”.
We had two very interesting guest speakers
on the ROE’s who guided us through syndacate exercices. This was a good exercise
using a simple but yet detailed guide.

Syndacate Group

short but sweet while enjoying some melodies by five musicians of the Swiss Armed
Forces. The mood was set and graduation
completed by one of our peers giving the
guests, VIP’s and fellow students an overview brief of our course. Immediately after
the graduation, we had a chance to mingle
with staff and guests while enjoying some
delicious appetizers.
The evening continued with a walk
through town where we reached our next
venue, our “Farewell Dinner”. The farewell dinner was held at the very top of an
old tower called the “Powder Tower”. This
tower was built in the mid 1500’s and was
used as one of two towers where they would
store gun powder. The dinner was served,

speeches were made and everyone who required recognition received it, especially
the admin staff and our young Swiss Privates who did an extraorxinary job of taking care of us and our needs.
Conclusion
This course was my second course in
an international setting and I can honestly
say that this was the best course of my career so far. I was under the impression that
I knew more than I did about all these other
nationalities but I was wrong. This course
has opened my mind in ways that I will be
eternally gratefull!
I fully recomend the participation of
LANDCOM Senior NCOs.

Syndacate Group

Our graduation was like no other. The
day before we completed our course entirely, we were fortunate enough to have our
“Diploma Ceremony” in one of the most
historical building of Lucerne, “The Haus
Herren zu Shützen”. Everything inside was
so beautiful and filled with superb architecture and Swiss history. The ceremony was
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Fighting Radicalization by Fostering Gender Inclusion
A path towards sustainable security
by MAJ Alberto Strina (ITA) LANDCOM Gender Advisor
CIV Paloma Velasco (ESP) LANDCOM Political Advisor Staff

T

he minute the fight against radicalism begins, the contribution of all actors and resources
involved is crucial for the accomplishment
of an effective, sustainable and lasting security.
The implementation of the gender
perspective is paramount to face the new
global challenges and threats. In this respect, by ensuring the presence of the widest range of actors (social groups), we would
achieve an inclusive conflict resolution
process and will empower the responsive
participation of those that have traditionally been portrayed as victims. Bearing in
mind that women are the most vulnerable
part of those groups of victims facing the
new global threats, it is likely to be an effective strategy if aiming to empower them to
play different roles in the conflict resolution
processes, shaping the comprehensive recovery of the States’ communities.
So far, the UN has confirmed that
only a very low percentage of signatories
to peace agreements were women and their
participation in peace negotiations did not
reach 8% of the available data. Consequently, we observe that the exclusion of vulnerable groups is generated by the new global
social environment status, the enormous
growth of radicalism and the increased
presence of extremists pretending to affirm
or justify the supremacy of their own culture. In this respect, the updated profile of
violent extremists, the high level of sexual
violence in conflicts and within refugee
flows and its disregard in peace processes,
urges to implement a gender perspective
more than ever.
For instance, through the analysis of
the migration flows all over the Mediterranean and their dynamics, we can assess
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how gender perspective implementation
is crucial. Therefore, giving for grant that
Women are one of the most vulnerable
groups among the internally displaced persons (IDPs) and refugees, we assume that
they live in extreme poverty and under very
harsh conditions. Consequently, we might
observe that the lack of humanitarian aid
distributed to non-camp refugee is pushing
many of them, within the borders of their
states or even abroad, to big cities into overcrowded and over expensive housing.
Actually, this situation makes them
prone to exploitation as cheap laborers
and women become more vulnerable to
sexual abuses, different forms of violence,
exploitation, harassment and even without
mentioning any form or extremists recruiting. As a matter of fact, Women and young
children are particularly prone to waves of
radicalization taking place among the refugee population. In fact, not based on an ideological position, women find themselves
in situations where they have to cover their
bodies in order to receive aid. As refugees
are attractive to DAESH foreign fighters,
imposed marriage is also a phenomenon
taking place, with fighters taking on wives
and leaving them behind. Poverty and traditional culture provide fertile soil for the
exploitation of women and children by rad-

ical groups offering them financial aid and
support.
Aware of this, in 2000 the UNSC
adopted the resolution 1325 on Women,
Peace and Security, and related Resolutions
(1820, 1888, 1889, 1960, 2106, 2122 and
2422) in order to include a gender perspective to the processes of peacemaking and
peacekeeping. In the same year, the Alliance committed itself to adopt the UNSCR
1325 as a landmark for the promotion and
protection of the right of women to participate on an equal footing in peace and security. That is to say, in each and every step
of the processes. However, gender balance
in the security sector is not exclusively an
objective in the interest of the women professionally involved in the field. Instead, it
is a challenge undertaken in search for a
sustainable and lasting peace, and results
in a greater impact and effectiveness of the
security policies.
Therefore, by fostering equality, the
Alliance is taking active part on the protection of rights and fundamental freedoms of
both women and men involved in the security sector, as well as the ones of the populations suffering from war. A major difficulty
seems to be that the number of positions
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being applied by women in the national
security sectors is still marginal, increasing their participation in the Alliance by
3% in the first 3 years following the legal
adoption and implementation of UNSCR
1325. Therefore, it has become more urgent
than ever to increase these records and to
strengthen their visibility in the sector.
At the 2014 Wales Summit, Allied
leaders had already acknowledged that the
integration of gender perspectives throughout NATO’s three essential core tasks (i.e.
collective defence, crisis management and
cooperative security) will contribute to a
more modern, ready and responsive NATO.
A new action plan for 2015-2018 is currently being developed reaffirming the centrality of gender perspective implementation. It
sought to promote gender diversity goals by
taking action to identify and remove barriers to women within NATO’s policies and
programs; to attract and retain women, especially in senior leadership positions; and
to create policies and services that meet the
needs of women working as NATO civilian staff. To that aim, the Alliance follows a
double strategy:
1) The first strategy is intended to
have an external impact, on the image and
the message that the organization wants to
project. By giving visibility to the functionally, ethnically and gender balanced professionals, they serve as a role model for the
society, and promote the involvement and

the empowerment of the different groups
in the peace process. In that sense, the Alliance is working on adopting a balanced
image of the organization while fostering
its own values. In the words of Chantal
de Jonge Oudraat, President of Women
In International Security (WIIS), “gender
balance is (used as) an extremely powerful
counter-message about the kind of society that we want to live in”. In this respect,
LANDCOM current target is to increase
the female personnel for crucial training
events in 2017 thus showing a resolute
commitment to gender balance within the
HQ.
2) The second strategy would be
adopting a gender-perspective to the analysis that will shape the effectiveness of the
security policies against extremism and
supporting the resolution of a conflict. For
instance, in counter-terrorism such analysis
will include the female members of violent
organizations with an effective contribution
as well as all actors perpetuating or favoring
the development of violent consequences
of any ideology. Supporters or disseminators of the violent ideology may implicate
also Women to perform an active role in
conflict environments, even if they are still
considered the most vulnerable group to
extremism, manipulation and any kind of
abuse. Therefore, the landscape of threats
will convey a brand new and gender diverse
profile of combatants to fight with more adequate counter measures. As Ms. de Joonge
explains, the growing radicalization has re-

sulted into the increasing of the number of
women being recruited by violent and extremist groups, which makes gender analysis a relevant tool in order to have a more
describing evaluation. In this respect, one
of the corner stones of conflict resolution
would be the inclusion of women as part of
the same nation that needs to be re-built,
entering into the public sphere with a responsive contribution.
As a plan to address, when major actors involved will apply an inclusive gender
perspective, more vulnerable groups would
have the chance to perform an active role in
conflict resolution.
Considering any circumstance of
fragile environment, post crises state building and the implementation of security sector reforms (security, development and rule
of law etc.), vulnerable groups who are usually part of the conflict scenario as victims
of sexual abuse or economic inequality,
should participate in the recovery of their
communities as full responsive members,
in order to attain a comprehensive peace
process.
In this respect the role of Gender
Advisors and female soldiers in the NATO
headquarters and in fields like Kosovo or
Afghanistan, is to support the gender perspective to these effects.
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Implementation Challenges for an
Effective Lessons Learned Process
by LTC Marc Reininger (FRA) LANDCOM G-7

In short it means leading by example. If leaders are unwilling to learn from
their mistakes, it is unlikely that the rest of
the organisation will be willing to admit to
mistakes. In fact, leaders must reward people for being open and admitting to making mistakes, bad decisions, judgment and
errors. This, of course, flies in the face of
many individual cultures.

T

he Lessons Learned Process (LLP) is
applied in NATO to a wide and diverse range of environments across
the entire spectrum of scale. The process
covers small group activity up to and including the Comprehensive Approach in an
international conflict scenario. Sharing experiences contributes to the defence of NATO’s Center of Gravity: Alliance Cohesion.
Put simply, it is a measure of the degree to
which various organisations or individuals
are able to repeat best practice or avoid repeating mistakes.
When questioning the NATO staff environment on the utility of LLP, many will
acknowledge that their organisation has
a formal Lessons Learned (LL) programs,
but they are generally viewed as ineffective.
More importantly, the majority believe that
an effective LLP is important if an organisation is able to continuously improve performance and efficiency.
Sharing LL appears to be a simple
uncomplicated concept, however what ius
very clear is that the implementation is difficult and challenges are present. This paper
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discusses the barriers that prevent effective
implementation of LL and the keys to success in addressing these barriers and developing and maintaining an effective LLP that
can be a valuable contributor to the organization’s overall aim of continuous improvement and contribute to the attainment of
organization’s goals.
Barriers To Effective Lessons Learned
There are a few “barriers” that we all
recognise, what is important is that we understand how we can deal with and overcome them.
Leadership
The lack of leadership involvement in
and commitment towards the learning process is the most critical barrier. The impetus for change does not have to come from
external risks or threat. An effective LLP
means having a disciplined procedure that
people are held accountable for to follow. It
means encouraging openness about making mistakes or errors in judgment. It often
means cultural or organisational change.

Process Change Versus Responsibility
When something goes wrong on an
activity, there is always someone accountable. One of the biggest problems in implementing an effective LLP is to separate the
“responsibility” issue from the “process”
issue. Responsibility is important, but is
something to be dealt with by the leaders.
LL must deal with the process deficiency
that caused the problem (e.g., inadequate
procedure, inadequate training, poor coordination, etc.). Once a LLP focuses on
“complaint” or “blame” or “finger pointing,”
the process will soon fall into oblivion.
What Is The Benefit?

LL captured on an activity seldom
benefit that activity, but they will benefit
all future activities. Often, the staff interprets capturing LL as simply another job
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that provides his or her activity with little
value, takes a fair amount of resources and
time to implement. The solution is to have
a simple procedure, ensure projects have
the resources and time to implement the
procedure, and hold staff accountable for
following the process. The “lack of value
to my activity” problem can be alleviated
by proving to people the value of LL to the
organisation and by ensuring that activities
in the planning stages incorporate LL from
prior activities.
Capturing The Lessons - Timing Is
Everything
It is often feasible to wait until the end
of an activity to capture and document the
LL. On larger, longer term exercise/operation, the LL should be captured during or at
the end of each activity phase (e.g., preparation, planning process, conduct). As time
passes, memories fade, people leave the activity and, if not captured in a timely manner, significant lessons are likely to be lost.
All activities should have a formal post-activity review, for reviewing the LL on the
activity. It can be demanding, especially
when the project failed to meet its stated
objectives. It is essential that these reviews
are effectively facilitated to ensure the focus
is on process improvement and not to affix
blame.
Validation
For many complex activities the root
cause of the problem is not always apparent. Learning cannot take place until the
root cause(s) have been properly identified
and appropriate corrective action(s) taken.
This requires that each LL be analysed and
validated by a Subject Matter Expert (SME)
before it is entered into the LL database.
The validation process must be simple and
straight forward. A major contributor to
making things too complicated is leader or
organisational insistence on lengthy validation processes. This discourages sustained,
meaningful contribution, because people
quickly become frustrated with the formal
system and return, at best, to the simpler
method of knowledge sharing.
The Lessons Learned Database: Solutions,
Not Problems

LL should be captured and placed in
a database that is open to everyone in the
organization. Unfortunately, LL databases
are often difficult to search and provide little help to future activity. Like any effective
database, the LL database must have an administrator whose job is to ensure that each
lesson:
t )BTCFFOWBMJEBUFECZUIFBQQSPpriate SME.
t  'PDVT PO XIBU XBT MFBSOFE UIBU
will benefit the performance of future activities.
t  0CTFSWBUJPOT BSF FOUFSFE PO UIF
database in such a way to not proportion
blame. Nothing will kill a LLP quicker than
finger pointing.
t  %BUB *T FBTJMZ BDDFTTJCMF  FBTJMZ
searchable, references the originator to ensure continuity and later contact and clarification.
Institutionalise The Lesson Learned
The learning part only comes when
the lesson has been institutionalised (e.g.,
changing a policy, (re)writing a procedure, improving a work process). This is
the tough part of LL, especially when you
are adressing and trying to convince twenty eight national representatives. Until the
learning becomes a part of the way we do
routine business, we will always be prone to
making the same mistakes. The LLP must
be effective in actually analyzing and implementing solutions.
Consider ‘Best Practice’
Considering that LL mostly come
from the activities that didn’t go well and
need improvement, we therefore tend to
focus on negative learnings. However, suitably qualified and experienced OPRs and
SMEs are able to and consistently develop
imaginative and creative ways to do things
that save time, money and improve performance. These positive learnings known as
‘best practice’ also need to be institutionalised, socialised and repeated. We need to
make sure these positive learnings get in
our LL database.
Betrayal Of National Secrets
In the contemporary litigious socie-

ty there are concerns and risks that if you
document your mistakes, publish them in a
database and make the database accessible
to everyone, you open yourself for reprisasl or ridicule. Clearly there is risk but not
having your HQ or Nation involved in the
validation process presents greater complexity and challenges. Nations must decide
on how to handle the balance between improving activities performance and releasing secret or confidential materiel.
Conclusions
NATO is a vast organisation that has
multi-locations, complex management
structures and a very diverse portfolio
of activities, operations and projects. Although NATO is continuously looking for
better mechanisms for sharing LL, the results are:
t ćFSF JT VOGBNJMJBSJUZ XJUI --
across HQs with no assurance that LL are
being applied.
t $VMUVSBM CBSSJFST JOIJCJU TIBSJOH 
capturing, and submitting lessons.
t ćFSFJTVOFRVBMTVQQPSUGSPNPSganisational leadership.
t 4VDDFTT JO PQFSBUJPOTBDUJWJUJFT
comes from commitment to knowledge
sharing.
If LL are captured at all, they are generally captured only within segments of
the organisation and on an ad-hoc basis.
So mistakes are often repeated from one
activity to another. The key success factors
include:
t 4USPOHMFBEFSTIJQ
t )BWJOH B TJNQMF  GPSNBM BOE
standardised LLP. Follow up and institutionalise most important LL and hold staff
accountable.
t 1SPWJEJOH BEFRVBUF UJNF BOE SFsources to capture, analyze and institutionalize the LL.
t )PMEJOHQPTUBDUJWJUJFTSFWJFXTUP
ensure LL are captured and maintain a well
administered ‘easy to access, easy to search’
LL database.
t -BTUMZ GPDVTPOUIFBQQMJDBUJPOPG
the LL because the best added value of a LL
lies in its subsequent exploitation.
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Building a Strategy for Alliance LandPower
by LTC Tim Kreuttner (USA) LANDCOM G-5

T

he Alliance’s Strategic Concept
describes the over-arching
strategy for NATO via three
core tasks: Collective Defence, Crisis Management, and Cooperative Security1. The
Strategic Concept concisely articulates what
the Alliance should achieve. Subsequent
to publication of the strategy, the Alliance
has developed domain-specific “strategies”
to add detail for maritime and air-power.
In keeping with this theme, LANCOM has
embarked on an effort to lead development
of a Strategy for Alliance Land-Power to
provide a framework for Allied land operations and activities. In doing so, LANDCOM must consider current and anticipated future challenges to the Alliance in the
land domain while building a coherent and
enduring concept that articulates employment of land forces inclusive of the NATO
Force Structure (NFS), national land forces,
and partner integration and interactions.
This effort is particularly relevant in the
current environment where a myriad of
evolving strategic challenges stress Alliance
security including renewed Russian assertiveness, terrorism and insurgency by radical groups, and mass migration.2
A strategy for Alliance land power should describe the ends, ways, means,
and risk associated with the contribution
of ready and responsive land power to Alliance objectives3. Strategy, at the highest
26 LAND POWER

levels, or “Grand Strategy,” is “the direction
and use made of any or all among the total assets of a security community in support of its policy goals;” also stated as the
use of all elements of national – or in this
case, Alliance – power to achieve policy
aims4. NATO defines military strategy as
“that component of national or multinational strategy, presenting the manner in
which military power should be developed
and applied to achieve national objectives
or those of a group of nations.5” Note that
“strategy” should not be confused with the
“strategic level” as NATO defines it: “The
level at which a nation or group of nations
determines national or multinational security objectives and deploys national, including military, resources to achieve them6.”
Strategy formulation is done primarily in
the Bi-Strategic Commands and above in
the NATO political-military structure, but
is implemented at all levels. With this in
mind, LANDCOM, as the proponent for
the land domain, will contribute to the development of land strategy.
It may seem odd that NATO would
develop a domain-specific “strategy.” Theoretically, there need only be one over-arching strategy to describe how NATO intends
to employ military power to achieve Alliance objectives. But the world is complicated, and use of military power is nuanced.
While the Alliance’s Strategic Concept is
a concise framework, it does not address
domain-specific challenges. A Strategy for

Alliance Land Power will serve not just to
balance attention among the other domains
which already have published strategies, but
more clearly articulate a common vision for
land-power in an evolving environment.
The necessary first question to answer in formulating a strategy is to determine objective. Considering the three core
tasks and the challenges NATO faces now
and in the foreseeable future, a good place
to start is with the purpose of the Alliance
as a whole:
“NATO’s fundamental and enduring
purpose is to safeguard the freedom and
security of all its members by political and
military means.7”
In addition to the above statement,
there must be consideration of how NATO
has increasingly integrated partners – within both formal and informal frameworks
– into Alliance operations, training, and
exercises. Ready and responsive land-power is the cornerstone of Alliance military
strength. Land forces are essential to the
Alliance’s ability to deter adversaries, contain threats, protect sovereign territory and
populations, and project stability to partners beyond Alliance borders to address
problems at their source, preferably before they devolve into intractable conflict.
An attempt to encapsulate the objective of
Alliance land-power is with the following
statement:
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NATO-led land forces are ready and
responsive, interoperable, and successful in
full spectrum operations at all levels, capable to deter, and when directed, defeat an
adversary8.
The term “NATO-led’ in this statement is intended to include partners, especially as non-member contributing nations
to Alliance operations, activities, and exercises. The objective and corresponding concepts must address land-power in all three
core tasks of the Alliance.
In collective defence, land-power
is most often the decisive arm in the sense
that decision is ultimately made on the
ground, where people dwell. In deterrence,
land-power works as a key part of the larger
joint force within the military instrument
of power, representing the most strategically meaningful commitment in terms of
human capital. In defence, land-power, in
concert with the other components, protects Alliance territory and populations
and, when necessary, contains threats emanating from outside Alliance territory.
Land-power is decisive in crisis response. Ready and responsive land
forces move rapidly either within Alliance
territory to defend and protect, or abroad
to contain and mitigate conflict. The goals
of land-power in crisis management are to
prevent instability from degenerating into
larger conflict, to stop ongoing conflicts;
and to stabilize post-conflict situations.
When requested, land forces also have a

unique capability to support humanitarian
assistance and disaster response in the most
difficult circumstances.
While cooperative security is
primarily a political activity in many respects, Alliance land forces project stability
through partnerships9. NATO does this
in the land domain through formal frameworks and informal relationships with
non-NATO land forces. Land forces engage
in a range of activities, including training,
exercises, security forces assistance, and
enabling partner land forces. Building relationships with partners helps to prevent
crisis, mitigate conflict, and improve interoperability before a need for combined operations arises. Stronger partners are able
to solve their own problems and, in many
cases, can contribute to NATO operations.
Land forces also help prepare partner security forces on a path to NATO membership.
Alliance land-power is executing the Alliance’s strategy even as LANDCOM undertakes the effort to articulate
it. With the deployment of Battle Groups

as part of enhanced Forward Presence in
Estonia, Latvia, Lithuania, and Poland, Alliance land-forces are on the cutting edge
of deterrence, demonstrating capability
and resolve to defend the Alliance from
aggression. Meanwhile, the Alliance considers how to re-orient and “re-tool” for a
renewed emphasis on conventional, irregular, and hybrid challenges from the east
as well as the south. The enhanced NATO
Response Force provides robust and responsive land-power and C2 capable to
deploy to any environment and meet any
challenge on short notice. Land forces will
be a key component to implementation of
the framework for NATO-Strategic Direction South, enhancing the Alliance’s ability
to understand and coordinate military cooperation and other activities with partners
on the Alliance’s southern periphery. In all
three core tasks, Alliance land-power carries the weight of Alliance commitment,
resolve, and strength. The Corps GRF(L)
HQs, member land forces, and partners,
and Allied Land Command represent the
decisive arm of the Alliance, united in
peace and ready to prevail in conflict.

PO(2010)0169, The Alliance’s Strategic Concept, dated 19 November 2010
SACEUR’s Strategic Challenges: “Russia, Radicals, and Refugees.”
3
Ends, Ways, Means and Risk as described in the U.S. Army War College strategy formulation model: Arthur F. Lykke Jr., “Toward an Understaning of Military Strategy,” in U.S. Army War College Guide to Strategy, Eds. Joseph R. Cerami and James F. Holcomb, Jr., Strategic Studies
Institute, U.S. Army War College, Carlisle Barracks, PA, February 2001; pp. 179-185
4
Adapted from Colin S. Gray, The Strategy Bridge: Theory for Practice, Oxford University Press, 2010, Oxford. p.18
5
AAP-6, Ed. 2015. P.2-M-6
6
AJP-3.2, Allied Joint Doctrine for Land Operations, Ed. A. Ver. 1, March 2016, p.LEX-9
7
The Alliance’s Strategic Concept, PO(2010)0169, dated 19 November 2010, p.1-2
8
Note that this draft objective statement considered in the Strategy for Alliance Land Power may change as the development progresses, possibly
even before publication of this article.
9
Cooperative Security also includes arms control and non-proliferation. While land-power could potentially be used as a last resort in crisis
response, these activities are better done in the diplomatic realm.
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Hacking for the Caliphate
by MSG Miguel Angel Sibon (ESP) LANDCOM G-2

T

he DAESH has grown its
media
machine,
global
support, and online channels.
This expansion has now come to include
capabilities to inflict damage over the
Internet, which came to light when its
supporters began coordinating and
organizing cyber attacks on Western
targets. Highlighting this new found desire
to cause virtual harm was the brief 2014
takeover of Twitter accounts. But what are
the real DAESH capabilities to carry out
major cyber attacks? Let’s have a look to
information available on Open Sources.
Introduction
At a meeting held in Hannover,
Germany, in the spring of 2016, US former-
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President Barack Obama discussed with
other leaders about the cyber strategy to
contrast the DAESH online. US and many
other countries have then mapped cyber
incidents and reported plans to counter
cyber attacks.
In the wake of the aforementioned
Twitter takeover, which was claimed by an
IS-supporter hacking collective called the
“Cyber Caliphate,” two implications that
would prove jihadi landscape unfolded.
Firstly, DAESH hacking
generated increased publicity.

attacks

Secondly, like-minded individuals
and groups found new ways to target
Western interests. As such, new concerns
regarding DAESH’s cyber capabilities
emerged.

Cyber Caliphate
After taking over vast swaths of Iraq and
Syria, DAESH declared itself a state in June
2014, with Raqqa, Syria, as its capital. While
many of its fighters were proudly displaying
captured heavy equipment and weaponry
on the battlefield, the new "caliphate"
attracted others with soft skills that have
arguably been more beneficial in the years
since. DAESH is the first terrorist group
that even had a hacking wing, which was
launched in late 2014 by Junaid Hussain,
known by his hacker name, “Trick”.
The DAESH hacking group
disorganized since its foundation
suffered from conflicting messaging
often uncoordinated actions among
different hacking groups.

was
and
and
five

Interestingly, DAESH merged its
disparate hacking groups into one called
"United Cyber Caliphate" (UCC) in April
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2016, though it remains to be seen whether
this will help coordinate its efforts. The
move, amid other changes, makes it "a
growing threat" that could possibly lure
other skilled hackers to its ranks.
Since groups merged into the UCC,
other pro-DAESH hackers have joined
it. Last December in 2016, the UCC
released an audio speech, accompanied
with statements in English, announcing
that fellow pro-DAESH hacking group the
“Cyber Kahilafah” had joined its ranks and
“Kill lists” would soon be published.
On July in 2016, an on-line magazine
provided some biography clues about
Junaid Hussain, stating that he grew up in
Birmingham, England.
It was his alter ego, "Trick," who grew
up on the internet and that his start in
hacking came from being hacked himself;
in a video game he was playing online when
he was 11. Hussain himself once stated: "I
randomly got hacked by this kid, I wanted
revenge so I started Googling around on

how to hack," he told the website Softpedia
in 2012. He found hacking forums, tutorials,
and tools online, and at 15 he started his
own hacking group, Team Poison.
This team used simple methods to
take over social-media accounts or deface
websites. Trick's teenage mind saw what he
was doing as a form of activism, a way to
support Palestinian and Kashmiri people
he felt were being oppressed.
Team Poison certainly raised its
own profile, claiming a hack of Mark
Zuckerberg's Facebook page, NATO, the
British Ministry of Defense, and even
leaking the private address book of Tony
Blair, according to Vanity Fair. Even the
hacker collective Anonymous cheered
them on.
It is likely Anonymous cheer them
on for what the UCC managed to do,
considering it a great feat. Anonymous
hacking group has hacked DAESH accounts
a number of times.

It was like this, that he would
transition from Trick, the hacktivist, to the
leader of the DAESH hacking wing, renaming himself as Abu Hussain Al-Britani.
Released from prison on bail in 2013, he
would soon find his way to Raqqa, Syria. He
brought with him skills and the view that
defacements could raise awareness — only
this time, it would be for the world's most
notorious terrorist group.
"He ended up joining DAESH and
became their main hacker," Kennedy, an exUS Marine and Trusted Security Company
CEO said.
Though Hussain's emergence in Syria
brought DAESH a hacking presence it never
really had, the group was then, and remains,
disorganized. It suffered from conflicting
messaging and often uncoordinated actions
among five different hacking groups
claiming the DAESH banner, according to
a report from Flashpoint.
On 27 August in 2015, “The Guardian”
on-line edition echoed about the fact that
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Junaid Hussain might have been killed in a
US led strike operation in Syria.
The US Pentagon has claimed to be
highly positive, Junaid Hussain was killed,
but no statements from the DAESH media
outlets has ever confirmed that information
so far, nor Pentagon has provided conclusive
evidence.
The Kill Lists
Worldwide press outlets echoed about
the fact that the DAESH began distributing
long “kill lists” of westeners purportedly
encouraging its followers (Lone Wolfs) to
target them.
The lists, which were published via
the messaging platforms “Telegram” or
“Twitter”, contained the names, addresses,
phone numbers of people from different
countries from Western Europe and
especially from the US, including military
members, government employees, and
civilians, who apparently had not had
previous relations among them, nor ever
participated in the war against DAESH at
all.
The UCC claimed having hacked
databases from which they could get those
sets of names and personal information
intended to foster attacks to be carried out
by lone wolfs living in western countries.
While some information about the
listed individuals can be found in public
records, the lists appear to be compiled
via non-public sources, especially when
factoring what would be immense labor
and difficulty required to manually compile
the information via those public sources.
This possibility is given plausibility when
considering pro-DAESH hacking groups’
previously claimed attacks, which include
the CCA’s (then the Cyber Caliphate) taking
over a French TV station broadcast and the
ISHD’s release of the aforementioned kill
list of nearly 1,500 U.S. military personnel.
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Thus, the possibility that these groups
obtained hacked data for their kill lists
cannot be discounted. However, it remains
unclear whether the group obtained the
information by hacking systems or instead
was just gathered from open sources (OS). If
the group indeed conducted cyber attacks,
the provenance of the data is unknown.
DAESH Increases Communications Security
Awareness
To date, most of the group’s offensive
moves have been “attacks of opportunity”
that grasp at low-hanging fruit, the
researchers said. The highest-profile IS
cyberattacks targeted Twitter accounts.
In January 2015, a group calling itself the
“Cyber Caliphate” took over the Twitter
handle that belongs to the U.S. Central
Command, and the next month, the same
group appeared to take over Newsweek’s

handle. At most, the attacks amounted to
digital graffiti, although it can be hard to
measure their psychological and moraleboosting effects.
Since at least Apr 16, DAESH has
distributed guides for improving security
of communications and personal electronic
devices under the name “Afaq Electronic
Establishment”, an organisation claiming to
be “an independent technical establishment
that spreads security awareness and
electronic safety among monotheists.” The
earliest Afaq release on 20 Apr provided a
guide on how to download torrent files and
an overview of the risks related to peer-topeer file sharing. On 11 Jun, Afaq released
a comprehensive “technical archive”
containing 14 tutorials on computer
security.
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On 3 Nov, Afaq released “A Computer
Security Course - For Securing Windows,
Mac, and Linux Systems” over Twitter,
which included material from the 11 Jun
archive. An 8 Nov release provided “The
Electronic Security Guide for Smartphones,”
which lists a number of applications for
improving device security and limiting the
permissions granted to other applications,
which was also an excerpt from the 11
Jun distribution. Additionally, the guide
provides general electronic security tips
including how to construct effective long
passwords, advice on using alternative
search engines, and recommended
applications for secure communications.
UCC threatens MEMRI Cyber and Jihad Lab
The pro-DAESH group hackers
“United Cyber Caliphate” on Telegram have
sought contact with MEMRI's Cyber and

Jihad Lab and issued a threat after its request
was apparently ignored. The Telegram
channel United Cyber Caliphate (private,
UCC, 874 members) on 25 January called
on MEMRI's Cyber and Jihad Lab (CJL) to
send them a message, presumably privately,
in order to communicate about "exclusive
things" the channel might offer up to them.
It did not provide any timeframe for the
requested communication to take place.
Later on 25 January, UCC posted to say that
MEMRI CJL had missed an opportunity and
was being given a last chance. It mentioned
“Osed Agha" in the post, which appeared to
be a reference to UCC’s “leader" whom it
identified in December 2016 as "Ased Agha".
On 14 December UCC had advertised an
imminent first audio statement which was
released later in December and attributed
to Ased Agha. The statement announced
UCC's merger with another pro-IS group,
"Cyber Kahilafah", and threatened that

the merger would yield further "hacks and
kill lists". On 26 January UCC advertised a
forthcoming second audio statement, which
could be delivered by Agha and might
involve reference to MEMRI. MEMRI on
25 January published a brief report saying
that UCC was recruiting members.
Conclusion
By the information gathered from
OS so far, the current capabilities of the
DAESH Cyber wing remain very poor, and
ineficcient to be able to carry out major
cyber attacks. It seems unlikely that proDAESH cyber personnel have mastered
state of the art technics for producing
tailored hacking software to success in
their purposes. The hacking software they
used so far is normally available in the dark
web. Therefore, well known software by
LEAs (Law Enforcement Agencies), State
Institutions and Firms, that cyber counter
measures to fight them have already been
set as well. Not one hack attack has been
claimed by the Cyber Caliphate, which
have caused major havoc so far, and its
success is reduced to skilled social media
manipulation intended for recruiting
purposes and spreading ideology. An
eventual major threat could happen if any
high level Cyber mercenaries, who do not
necessarily need to be in communion with
the Terrorist Group’s ideas, might start
working for the UCC, maybe in exchange
of money.
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Critical Infrastructure Assessment
by LTC Daniel Tiberiu Osoian (ROU)
MAJ Brian Trager (CAN)

Importance of Infrastructure
Critical infrastructure protection
becomes a subject of primary concern in
conditions of escalating asymmetric risk
in the beginning of 21st Century. Having
in mind the importance of infrastructure
in sustainment of major economic and social systems, there are efforts across NATO
members, also European Union members
to identify a common language and common procedures to define and to assess the
infrastructure as well as to find the better
ways to assure their protection against any
threat, in peace time or during the crisis.
For instance, the American Presidential Directive 68 approved in 1998 set up a national program of “Critical Infrastructure Protection” while in Europe in December 2006
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the “European Program for Critical Infrastructure Protection” has been approved
by European Commission followed by accordingly adapted national regulation. Is a
fact that in spite of these efforts, there still
exist differences in considering criticality of
infrastructure by different organizations.
Inside NATO there is a need for a
common understanding of this concept,
as well as for a common procedure to assess the criticality of infrastructure and
to consider priorities in this regard. 13th
Military Engineering working group held
in Ingolstadt, Germany in January 2017,
agreed over a NATO definition on Critical
Infrastructure which is to be endorsed to
relevant authority for approval and LANDCOM Military engineering Division is advocating for a NATO publication which is
to standardize the assessing procedures.
The majority of countries have complex, networked and inter-dependent infra-

1

structure. Infrastructure’s key importance
lies in its ability, or lack thereof, to perform
its function and thus provide the relevant
services to the civilian population and to
combatants. Civilian infrastructure, in
most cases, is not designed with sufficient
redundancy to withstand extensive deliberate or incidental damage or disruption,
caused by either physical or electronic attacks during armed conflicts or natural
disasters. As a result, it is important for
military planners to assess the functions,
linkages and vulnerabilities of infrastructure networks and identify potential risks
from perceived threats in order to provide
decision making opportunities to Comds
during the Operational Planning Process
(OPP).
Recent developments, specifically
Graduated Response Plan (GRP) development activities, have highlighted the need
for a systematic and comprehensive assess-

European Commission’s Directive EU COM (2006) 786

Critical Infrastructure Assessment
ment of NATO countries’ infrastructure.
The assessment is twofold: to inform the
Commander of the level of criticality of
certain elements of NATO national infrastructure that are exposed to threats and to
inform the OPP during GRP development.
A comprehensive infrastructure assessment
involves identifying threats and hazards,
how they may affect civilian and military
personnel in the Area of Operations (AOO)
and how best to mitigate the impact based
on current capabilities and available resources.
Critical Infrastructure – What does it
mean?
Criticality of infrastructure consists
is relative to the consequences of failure or
loss of it. Definitions are essential in understanding the importance of infrastructure.
What may be important to a nation may not
be important to the mission and vice versa.
Common agreed definitions are a necessary
condition in order to reach interoperability.
Therefore clear definitions are vital in understanding the importance of infrastructure to all parties involved in an operation.
HQ LANDCOM Directive 080-02 – Infrastructure Assessment for Land Operations
sets out the definitions which are as follows:
Mission Specific Definitions
Critical National Infrastructure
(CNI). Infrastructure assets (physical or
electronic) identified by the host nation or
NATO that are vital to the continued delivery and integrity of the essential services
upon which the country relies, the destruction or compromise of which would lead to
severe economic or social consequences or
loss of life. Such effects may also have a severe impact on the operation or campaign.
Some or all designated CNI may also be
categorised - according to the designated
role in a specific mission - as Mission-Vital
Infrastructure or Key Infrastructure.
Mission-Vital Infrastructure (MVI).
HN, or Force deployable, Infrastructure facilities, systems, sites and networks within
the JOA upon which the Force relies for
deployed capability and/or the destruction
or disruption of which makes the mission
untenable.
Key Infrastructure (KI) Infra-

structure facilities, systems, sites and
networks necessary for the functioning
of the HN and/or NATO Force, and the
delivery of essential services upon which
the HN and/or NATO Force depends.
The destruction or disruption of which,
either singularly or collectively, provides
a significant disadvantage to the HN,
deployed NATO Forces, TCN or the mission.
The majority of the military community use the catch all of ‘Critical Infrastructure’ to cover all infrastructure that has
importance within their functional area.
In order to delineate those elements that
have specific importance to the operation,
Mission Vital and Key Infrastructure terms
should be used.
Infrastructure Assessment Process
The Question is how to classify infrastructure according with above mentioned
classes. The basic process of the infrastructure assessment is conducted by utilizing
the intelligence cycle (Direction, Collection, Processing, Analysis and Dissemination).
Direction. Once a country or region

of interest has been identified, the GENG
Division will be tasked as the lead for the
infrastructure assessment (IA) during the
comprehensive preparation of the operational environment (CPOE) phase of the
planning process. As an example, the following diagram splits national infrastructure into 9 categories and several sub-categories. Other areas can, of course, be added
as required, or some could be deleted if
is not of importance to be consider into a
specific analyse. If the time requirement is
short, the priority infrastructure categories
that should be included as a minimum in
an infrastructure assessment are Water, Energy, Transportation and Communications.
Collect. An Infrastructure Assessment is conducted to enable the understanding of complex environments and is
likely to require large quantities of information from a variety of diverse sources. A
significant amount of information is readily
available from open source material however with the potential volume of information
available; care should be taken to ensure
that accurate and suitable information is
obtained. Wherever possible, information
should be requested from the host nation in
order to ensure accuracy.
Processing. Information could vary
in reliability and accuracy and should be
carefully appraised. Information provided from external agencies will normally be
pre-graded. Where this is not the case or
information was collected organically, then
a judgement based on the assessor’s technical and local knowledge, and by comparison with other information sourced must
be made. The reliability and credibility of
the information will be graded in accord-
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Critical Infrastructure Assessment

Table 1 – Reliability and Credibility Evaluation

ance with Table 1 below.
Analysis. Information must be reviewed to identify significant facts, components, threats and locations for subsequent
interpretation for each infrastructure sector
(I.E. water, power, rail, road etc). Components hard (physical) and soft (service or
operation) that influence the network must
be identified along with the identification
of linkages between components (See Figure 2). When complete for each identified
sector, interdependencies between sectors
must be identified. Following the Inter-sector analysis, an Interdependencies Matrix
will identify interdependencies/linkages
between utilities, IT systems, key national
services and regional links.
Infrastructure interdependency is
complex, particularity in developed countries. Analyse should highlight those infrastructures that are critical to operations
to the Commander and staff is vital to the
planning process. Once the intra-sector
analysis has been conducted, the key interdependencies should be demonstrated in
a matrix. The matrix is designed to focus
the Commander and the planning staff on
those high priority interdependencies that
are most likely to impact on the COA being
considered during planning.
How is Criticality and Vulnerabilities
Assessed?
Criticality. Consequences of failure
or loss of infrastructure is categorised in
Table 3 and must be incorporated into the
Infrastructure Assessment and Prioritized
Risk Matrix which is a key output of the IA.
Vulnerabilities.
When assessing
vulnerabilities, the likelihood of infrastructure failure including potential kinetic attack must be considered. Other non-kinetic
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threats such as Cyber, Environmental or
equipment failure require a more subjective
assessment. Metrics at Table 4 are used to
articulate probability of an outcome when
describing these threats.
Assess and Prioritise Risk.
By
combining the criticality and vulnerability
within an Infrastructure Assessment and
Prioritised Risk Matrix detailing the risk to
the operation, it is possible to highlight to
the Commander and Staff, infrastructure
which, whilst not necessarily important to
the mission, are likely to be considered as
CNI for the HN. These therefore may generate implied tasks in support of the strategic intent. Infrastructure criticality and

vulnerabilities will be fused into the Infrastructure Assessment and Prioritized Risk
Matrix (Example of an Infrastructure Interdependencies matrix can be found in LC
080-02 Annex B) in order to advise Commanders and staff during the Operational
Planning Process.
Dissemination. To assist in the understanding of network diagrams, the
Interdependencies Matrix and the infrastructure Assessment and Prioritized Risk
Matrix, an IA report should accompanying
the aforementioned annexes. The IA report
usually produced in written text should include an Executive Summary; Key Vulnerabilities and Critical National Infrastructure
identified, Infrastructure Overview, Interdependencies, Risk Analysis, and Impact to
Operations. The level of detail will depend
directly on the amount of time available to
conduct the process. In addition, it is considered a living product and will require
amendments or updates as planning develops or operations are executed which may
have an impact on future considerations or
tasks. The IA report with associated annexes must be widely distributed and briefed to
the staff in a timely manner.
Integration of Staff Effort. As na-
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Figure 2: Example of Sector Network diagram.
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Table 3: Infrastructure Criticality Categorization.

tional infrastructure is vital to the success
of any operation, the identification of infrastructure that is either critical to the nation or vital/key to the mission has impacts
across any HQ during planning and execution. Consideration must be given to the
potential impact on the loss of such infrastructure and to understanding of the implications. The necessary mitigation measures should be considered. For example the
loss of a vital bridge, could be mitigated by
the prepositioning of bridging assets. There
are many examples of infrastructure that
would adversely affect the civil population
and by extension the mission that cannot be
overlooked. The loss of fundamental services such as power or water in the civilian
sector is likely to have a direct impact on
operations with far reaching consequences. Buildings of religious or cultural significance may be of strategic importance to
the mission and therefore warrant NATO
action in their protection. It is important
to stress that infrastructure assessments are
a living and continuous process which will
require update, amendment or reassessment as new information is collected, plans
change or as a result of operations.
The Way Forward.
The implementation of Infrastructure
Assessments within the OPP has not yet

been adopted as NATO doctrine. However
LC GENG is leading the process having advocated to the NCS and NFS the use of HQ
LANDCOM Directive 080-02 – Infrastructure Assessment for Land Operations as a
starting point for standardization in this
field. This has been presented to nations,
NATO command and force structures and
specialized entities representatives at the
recent MILENG WG and will be taken forward after the first Infrastructure Assessment Course. This course will be facilitated
by the Military Engineering Centre of Excellence (MILENG CoE), 6 - 9 Mar 17 in
Ingolstadt, Germany. Instructors will be

provided from the 170 Infrastructure Support Engineer Group, UK, which developed
the Infrastructure Assessment process and
have considerable expertise in this area.
Within LANDCOM, GENG continues to formulate divisional SME inputs,
interactions and product support across all
HQ divisions in order to ensure that infrastructure considerations likely to have impact on operations are reflected into Land
Operational Planning.

Table 4: Event Probability.
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Military Cooperation at LANDCOM
by LTC Tore S Bade (NOR) LANDCOM G9

NEL 2 Prince Basmaa Bat Jordan

A

s one of NATO’s three core tasks, Collective Defence, Crisis Management and Cooperative Security (the 3 C’s), Cooperative
Security has undoubtedly had the single greatest exponential growth in recent years. LANDCOM G9 MilCoop has tripled
the number of its overall activities; from 36 activities in 2015, to 81 projected for 2017.

Evaluator Training Course in Georgia

CRP MTT Montenegro
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Evaluator Training Course in Georgia

Military Cooperation at LANDCOM

LANDCOM Ukraine talks 2016

SEL 1 Recce Coy Azerbaijan

As Secretary General Stoltenberg stated in a speech to the Atlantic Council in Washington, DC on 06 April 2016.:
“In the fight against terrorism, building local capacity is one of the best weapons we have, and the earlier we can do it, the better…while
NATO has to remain an expeditionary alliance, able to deploy forces outside our territory, NATO must also become a more effective training
alliance”
LANDCOM currently interacts with 19 partner countries out of a total of 43 NATO partners. LANDCOM support includes not
only Mobile Training Teams (MTTs), with the main effort provided by the Divisions, but also conducts extensive Operational Capability
Concept (OCC) activities with 11 NATO partners, in addition to 4 new partners who are scheduled to join the OCC programme in 2017.
The OCC programme is one of NATOs most successful programmes, where partner units achieve interoperability, can participate during
NATO exercises and support NATO in operations.
Expert Staff Meetings (ESM) are national level meetings held with partners throughout the year, 12 of which are scheduled for 2017
alone. These include a wide variety of countries such as Qatar, Bahrain and Israel. MilCoop activities also include support to the Montenegro Accession and Integration (A&I) process, as Montenegro is scheduled to become a full NATO member later this year.LANDCOM
has fully integrated three NATO partner staff members, namely Azerbaijan, Kyrgyzstan, and Sweden; with Ukraine scheduled to provide
staff representation this summer.
LANDCOM provides Land Expertise and interoperability to the partner land forces and through this contributes significantly to
NATOs core task of Cooperative Security.

SHAPE Military Partnership Directorate Working Group 2016

Tunisia Assesment team
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Multi-National Corps-North East’s
Intelligence Rehearsal of Concept Drill
By LTC, Nate Martin (USA) LANDCOM G-2

L

ANDCOM G2 personnel recently participated in Multi-National Corps-North East’s
(MNC-NE) Intelligence Rehearsal of Concept (ROC) Drill in Szczecin, Poland at the
Corps’ Baltic Barracks.
The Intelligence ROC Drill intent was the creation of a common regional situational understanding and exercise
the Peacetime Intelligence Framework
(PIF) drafted by Joint Forces Command
Brunssum (JFC BS) as applicable to initiatives, to include the enhanced Forward
Presence (eFP) Battle Groups, among other
elements operating in the Baltic countries
and Poland.
The overall purpose of eFP is to
physically show NATO’s continued commitment to Estonia, Latvia, Lithuania, and
Poland, to be deterrence through a rebalancing of capability, and to continue to develop understanding as an alliance through
the sharing of forces and resources.
MNC-NE ACOS J2 led the ROC
Drill with the aim of coordinating/de-conflicting ongoing and planned intelligence
activities within NATO’s northeast region,
facilitate incoming elements to NATO and
MNC-NE processes and establish a shared
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MNC-NE, LANDCOM, Framework Nation and NFUI Soldiers discuss eFP operations at
the RoC Drill

understanding of roles and support.
The support and interest in eFP
was evident by the 100+ intelligence professionals in attendance. The speakers
and audience came from across the NATO
Command and Force Structures, the eFP
Frame-work and Host-nations, the United
States 4th Infantry Division, United States
Army Europe, 2nd Stryker Cavalry Regiment, UK Permanent Joint Headquarters,
Canadian Forces Joint Operations and Intelligence Commands, Technical organizations such as NATO Communication and
Information Agency and Battlefield Information Collection and Exploitation System,
the NACSI, Allied Command Counter-Intelligence and NATO Intelligence Fusion
Center and representatives from across the
various MNC-NE staff functions.
The NATO Force Integration Units
(NFIUs), Framework and Host Nation representatives played the biggest role in the

Drill. Their understanding of the mission
and presentation of successes and challenges was instrumental in the understanding
of the milestones achieved in a brief period.
The collaboration of various command and forces across NATO and its
member nations was evident as the conference conclusion forged new partnerships,
continued resolve and paved the way for
NATO LANDCOM’s comprehensive eFP
ROC Drill at the end of March 2017.
LANDCOM’s eFP RoC Drill will focus on bridging the political and strategic
requirements to the actions and effects at
the operational to tactical. It will ask our
Soldiers what challenges will you meet,
what strengths the Host Nations can bring
to the table, and how we achieve integration
of efforts across the disciplines.

Celebrating International
Women’s day
By LTC, Marie-Line Bouyer (FRA) LANDCOM G-8

T

he 8th of March is Women’s International day.
Officialized by United Nations in 1977, the origin of this celebration takes place in the European Workers’ and Suffragettes’ fights
for their right by the beginning of the XXth century. This day is traditionally associated with reports, assessments and talks. But
this day is also a nice opportunity for the Ladies’ Club to meet and share in a nice place and to enjoy a special moment together

Here in “LA CIGALE” where a nice table with candles and flowers was provided.
We had lots of fun… And hope that husbands, boyfriends and children enjoyed this evening without wife, girlfriends and Mummy too !
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We Fight Each Other To Fight Together!

O

ne of the top priorities of NATO ALLIED LAND COMMAND is readiness in every sense of the word. Some of the staff
officers from five different nations (UK, FRANCE, GERMANY, USA and ITALY) have been training together every week
to practice the noble art of boxing! Anyone who has watched or trained in this discipline will be aware of how challenging
it is for the mind and the body. When time permits within the constraints of Headquarters Divisional staff work, the theatre gym has
been the setting for a mixture of pad work, bag work, cardio, technique training and, best of all, sparring sessions between these friends
and colleagues. Aside from the obvious benefits of improved fitness, relieving stress and multinational camaraderie, this extracurricular
activity is first and foremost a combat sport. It seems somewhat appropriate therefore that the officers and soldiers of the NATO ALLIED
LAND COMMAND Headquarters are training to be ready to fight if required and maintain their mental and physical readiness.
”The Strength of the Alliance is Our Ability to Fight Together”
Written By MAJ Nicky Davies , GBR (Team Coach)
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Exercise Snow Trident – Landcom British Community Alpine Skiing Trip

T

he arrival of the new GBR SNR Colonel Simon Thomsett MBE in 2016 saw a shift in British community
leisure activity focus from Scuba Diving to Alpine Skiing. This shift in focus resulted in the inception of Exercise SNOW
TRIDENT 17, which would see LANDCOM British military staff
and their families deploy to Palandoken ski resort in Erzurum
province. The resort has been labelled the Premiere Skiing Resort
in Turkey, therefore the choice to ski there was simple.
At this juncture it is worth explaining how and why British
military staff manage to get away from the office to conduct what
appears to be leisure activities delivered in work time. It is a wellknown fact that all members of the three services of the UK Armed
Forces are encouraged to plan, deliver or simply partake in annual
Adventure Training activities; activities that can range from Mountaineering to Cross Country skiing. What is often not known is
that the overall aim of British military Adventure Training (AT) is

ronment had to offer. This region of Turkey rarely sees foreign visitors and we were definitely amongst a minority of English speaking
guests, therefore it was a delight for some of us to be able to practice
our well-honed Turkish language skills.
The trip resulted in a number of noteworthy incidents that
are worth mentioning; the hotel selected was excellent and catered
for British tastes across all areas especially the inclusive food and
drinks provided at meal times. However, international relations
were tested when Maj Lee Barnett inadvertently left his breakfast
‘toasty’ in the toaster too long with the resulting smoke and flames
almost causing an evacuation. Whilst you may think that Turkish
drivers leave a lot to be desired, think again!! The way they ski can
only be described as random, haphazard and unpredictive, with a
number of our group being forced to take a closer look at the snow.
Even when our group was stationary Turkish skiers managed to
knock some of us off our feet only to pick themselves up and do the

to ‘Develop individual courage and leadership skills through controlled exposure to risk in a challenging outdoor environment in
order to enhance Operational Capability’. It is under this umbrella
that Ex SNOW TRIDENT 17 was conducted and I can comfortably say that the exercise met the aim of AT. The weather at times
was challenging, our choice of ski route often provided some exposure to risk requiring individual courage. Whilst ultimately strong
leadership ensured that the exercise was a success with individuals returning having developed in areas that would enhance their
Operational Capability, be that in developing team work, a change
in their attitude towards risk or the fact that we had spent a week
building stronger relationships with each other. In some cases individuals also worked towards recognised military skiing qualifications that would help them along the journey to becoming ski
instructors themselves; like the very capable Maj Lee Barnett and
Cpt Paul ‘I fell over 3 times’ Hurst. Falling over is in this context
related to Cpt Paul Hurst’s mantra of ‘if you never fall over you are
not skiing hard enough!!’.
The trip was not only about gaining ski qualifications or enhancing our Operational Capability it was also a chance to enjoy
the stunning scenery and vistas that the Turkish mountain envi-

same again to some other unsuspecting individual.
An interesting coincidence during our trip was that the European Youth Olympic Games were being hosted at the same hotel
during the same week we visited. Whilst we endured the random
closing of lifts and ski runs to support the games it was actually
quite exciting to watch the future Olympians show us their skills.
We even managed to catch the British girls Snowboarding championships, we gained a third place, behind two very experienced
French girls (not bad for a country, where snow is as rare as Sunshine!). Thanks to LTC Mark Foote we had an appropriately sized
Union Flag to show our national support to our young Olympians,
who were very surprised to see any British supporters in this remote region of Turkey.
Overall the exercise was a success enjoyed by all participants
despite it sometimes resembling a scene from ‘carry on skiing’. It
is hoped that 2018 will see a similar activity planned and attended by a greater number of personnel from the LANDCOM British
Community.
Written By CPT Paul Hurs, GBR
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